03O\ LN kAW~

AR PBAPBD D WLWLWWLWLWWLWLWWWENNDNDNDNDDNDDNDNDNDN = - —
AR UWLWN—LODOOTANNDAE WAL OWOVWOIAANWUNMPAWNFROOVUONINWUPDAWND—O\O

Jukka S. Rannila OPINION 1 (15)

www.jukkarannila.fi 12 June 2018 Public/ WWW

TO:
Directorate-General for Justice and Consumers
European Commission

Procedural reference: COM(2018) 212 final - 2018/0104 (COD)

Full title:

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL on strengthening the security of identity cards of Union citizens and of residence

documents issued to Union citizens and their family members exercising their right of free
movement

First of all, a lot of thanks to Directorate-General for Justice and Consumers for organising this
important consultation.
This opinion represents an opinion of an individual citizen, not any legal entity.
This opinion does not contain:
- any business secrets
- any trade secrets

- any confidential information.

This opinion is public.
PDF file of this opinion can be added to a relevant web page.

Annex 1 holds information about previous consultations at the European Union level.
Annex 2 holds information about disclaimers and copyright.

Best Regards,

Jukka S. Rannila
citizen of Finland

signed electronically

[Continues on the next page]
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Previous opinions
Annex 1 holds information about previous consultations and my previous opinions.

Here we can note that I have repeated the same issues based on previous consultations. Different
units of the European Commission already know something about my previous opinions

European Social Security Number / Reference: Ares(2017)5862503

Here we can note that Directorate-General for Employment, Social Affairs and Inclusion has
published their proposals for European Social Security Number (Reference: Ares(2017)5862503).

Possibly Directorate-General for Justice and Consumers could check information about that
consultation. Web page for that previous consultation is following

http://ec.europa.eu/info/law/better-regulation/initiatives/ares-2017-5862503
(this web page worked on 12 June 2018)

Finnish context

Here we can note that this document does not compare identity cards in different member states
(European Union).

In Finland we use extensively driver’s licences for identifying personality for different stakeholders.

In Finland we do have identity cards but usage of identity cards is limited at the moment. Naturally
we also have passports in Finland.

Proposed article 3 (1)

Proposed article 3 contains following text:
(1) Identity cards issued by Member States shall be produced in ID-1 format and shall
comply with the minimum security standards set out in ICAO Document 9303 (seventh

edition, 2015).

Proposal: ID-1 format means ISO/IEC 7810 standard.
Proposal: Information about ISO/IEC 7810 standard could be added here.

Proposed article 3 (3)
Proposed article 3 contains following text:

(3) Identity cards shall include a highly secure storage medium which shall contain a facial

Copyright, licence and disclaimers: check Annex 2.
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image of the holder of the card and two fingerprints in interoperable formats.
About interoperability / Proposed article 3 (3)
About different standards

I have proposed several times to use open horizontal standards when developing different
information systems.

Favouring open standards / Favouring horizontal standards

There are differences between horizontal and vertical standards. A simple example is naturally
email solutions. There are several vertical standards when creating technically email solutions. Then
there are horizontal standards which enable sending messages between technically different email
solutions.

\Y \Y \Y \ \Y
E E E E E
R R R R R
T T T T T
I I I I I
C C C C C
A A A A A
L L L L L
HORIZONTAL
\ [ [ [ ] \
HORIZONTAL

Proposal: There could be assessment of vertical and horizontal standards.

Proposal: Using horizontal standards could be favoured when creating different
information systems on the European Union level.

Horizontal standards enables technological solutions which can work together. Horizontal standards
hides different complexities in information systems.

Opinion: The number of redundant standardisation efforts should be minimal.

Copyright, licence and disclaimers: check Annex 2.
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Proposal: There could be separation of horizontal standards and vertical standards.

Proposal: There could be different standardisation efforts to horizontal standards and
vertical standards

Personally I have advocated using different open horizontal standards. For example email standards
(horizontal) are implemented with very different technologies (vertical).

About interoperability / Proposed article 3 (6)
Proposed article 3 contains following text:

(6) Member States may enter details and observations for national use as required in the
light of their national provisions.

Here we can note that different national details can be vertical standards.

Proposal: Different (vertical) national details (standards) should not hinder usage of
(European) other standards (horizontal).

One option is naturally national microchips (vertical) which do not hinder usage of European Union
standards (horizontal).

Proposed Article 9 (1)

Proposed article 9 contains following text:
(1) Each Member State shall designate one authority as a contact point for the
implementation of this Regulation. It shall communicate the name of that authority to the
Commission and the other Member States. If a Member State changes its designated
authority, it shall inform the Commission and the other Member States accordingly.

Each Member State shall designate a single point of contact

Note: I have proposed several times a single point of contact for each member
state.

Opinion: A single point of contact for each Member State can be supported.
Complexity at the European Union level
I have noted several times that different member state systems (MSS) can interlinked in many ways.

This means that co-operation with European Union systems means a lot of work. This leads to the
question of a European Contact Point (EUCP) for different member state systems (MSS).

Copyright, licence and disclaimers: check Annex 2.
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163
164 MSS = Member State System

165

166  There are 28 member states (European Union) at the moment. In reality there are unique situations
167 with information systems in different member states. In some cases information systems can be
168 implemented based on complex system-to-system connections. Complex system-to-system

169 connections means a lot of work when there are changes in some systems.

170

171 Here we can calculate connections based on number of information systems.

172

173 1 x 28 member state systems = 28 systems
174 5 x 28 member state systems = 140 systems
175 10 x 28 member state systems = 280 systems
176 15 x 28 member state systems = 420 systems
177 20 x 28 member state systems = 560 systems.
178 28 x 30 member state systems = 840 systems
179

180 Proposal: Complex system-to-system connections implemented in information systems
181 could be assessed carefully.

182

183

184 [Continues on the next page]
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2

185

186 MSS = Member State System
187 EUCP = European Contact Point
188

189  Naturally there could be direct contacts between different member state systems (MSS) and

190  European Union Contact Point (EUCP). This option (MSS «» EUCP) could mean very large

191 number of different member state system. Based on 28 member state systems there could be

192  hundreds of connections. One option is to have a single European contact point for member state
193  systems. Here we can note that there can be hierarchy between different system (EU <> member
194  states) and there can be member state contact points (MCP). Then there can be some hierarchy

195 between different systems. (European Union <> EUCP < MSCP < MSS < Member State). There
196 are unique situations with member statesystems in member states. Therefore member state contact
197 points (MCP) can reduce the complexity with European Union contact point (EUCP).

198

199

200 MSS = Member State System, MSCP = Member State Contact Point,
201 EUCP = European Contact Point
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Based on those calculations there could be a lot of direct connections to the European contact point.
Number of those connections can be overwhelming. The situation between member states can vary
in many ways. So there can different and unique systems between member states.

I have proposed several times creation of member state contact points which could handle different
system-to-system connections on member state level. Then it can be easier to create connections
between member state contact points and European contact point.

Proposal: There could be one information system (member state contact point, MSCP)
on member state level.

Proposal: Different member state systems could be consolidated based on limited
number system-to-system connections (MSCP < MSS).

Proposal: One information system (member state contact point, MSCP) on member
state level could handle system-to-system connections at the European Union level
(European contact point) (EUCP— MSCP).

Proposal: There could be some serious work for developing a standardised member
state contact points (MSCP).

Proposal: After developing a standardised member state contact point (MSCP)
different member states could consolidate their systems (MSCP < MSS).

Proposal: European Union contact point (EUCP) and member state contact points
(MSCP) could then handle cooperation (EUCP < MSCP — MSS) at the European
Union level.

Naturally we have to note that developing a standardised member state contact point (MSCP) means
more work. On the other hand a standardised member state contact point (MSCP) could handle
cooperation (EUCP <> MSCP < MSS) based on unique situations in member states. Some member
states may have more systems than other member stated. We have to note that there are different
systems based on several technological solutions.

Proposed Article 9 (2)

Proposed article 9 contains following text:
(2) Member States shall ensure that the contact points are aware of and able to cooperate
with the existing and relevant information and assistance services at Union level, such as
Your Europe, SOLVIT, EURES, bodies foreseen under Article 4 of Directive 2014/54/EU,
Enterprise Europe Network and the Points of Single Contact

Note: Here we can note that there are several European contact points (EUCP)

Copyright, licence and disclaimers: check Annex 2.
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for different member state systems (MSS).

Proposal: There could be some efforts to consolidate different European contact points
(EUCP) for fewer European contact points (EUCP).

Proposed Article 11
Proposed article 11 contains following text:

By 12 months after the entry into force at the latest, the Commission shall establish a
detailed programme for monitoring the outputs, results and impacts of this Regulation.

The monitoring programme shall set out the means by which and the intervals at which
the data and other necessary evidence are to be collected. It shall specify the action to be
taken by the Commission and by the Member States in collecting and analysing the data
and other evidence.

Member States shall provide the Commission with the data and other evidence necessary
for the monitoring.

Proposal: Monitoring could mean following issues:

. usage of different standards (national and European standards)

. cooperation between European contact points (EUCP) and different
member state systems (MSS)

. actual interoperability between different systems (EU < member states)

. problems of actual interoperability with different systems

New consultations based on monitoring

Proposal: Monitoring efforts could mean regular consultations addressed to different
stakeholders.

Good luck!!!

This opinion is quite limited. Hopefully there are other constructive ideas presented in other

opinions. This remains to be seen.

[Continues on the next page]
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ANNEX 1

My opinions to the previous and relevant consultations — there consultations were mostly organised
by the European Commission. General page to all consultations — both in English and in Finnish:

http://www.jukkarannila.fi/lausunnot.html

My opinions to the previous and relevant consultations — there consultations were mostly organised
by the European Commission.

EN: Opinion 1: Review of the rules on access to documents

http://www.jukkarannila.fi/lausunnot.html#nro 1

EN: Opinion 2: Schools for the 21st Century
http://www.jukkarannila.fi/lausunnot.html#nro_2

EN: Opinion 3: The future of pharmaceuticals for Human use in Europe- making Europe a Hub for
Safe and Innovative medicines

http://www.jukkarannila.fi/lausunnot.html#nro 3

EN: Opinion 5: Consumer Scoreboard, Questionnaire for stakeholders

http://www.jukkarannila.fi/lausunnot.html#nro 5

EN: Opinion 6: Consultation on a Code of Conduct for Interest Representatives
http://www.jukkarannila.fi/lausunnot.html#nro 6

EN: Opinion 8: European Interoperability Framework, version 2, draft

http://www.jukkarannila.fi/lausunnot.html#nro_8

EN: Opinion 9: CAMSS: Common Assessment Method for Standards and Specifications, CAMSS
proposal for comments

http://www.jukkarannila.fi/lausunnot.html#nro 9

EN: Opinion 15: Collective Redress
http://www.jukkarannila.fi/lausunnot.html#nro_15

EN: Opinion 17: Opinion to Antitrust Case No. COMP/C-3/39.530
http://www.jukkarannila.fi/lausunnot.html#nro 17

EN: Opinion 18: Opinion Related to the Public Undertaking by Microsoft
http://www.jukkarannila.fi/lausunnot.html#nro_18
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EN: Opinion 19: Official Acknowledgement by the Commission
http://www.jukkarannila.fi/lausunnot.html#nro 19

EN: Opinion 20: SECOND Opinion Related to the Public Undertaking by Microsoft
http://www.jukkarannila.fi/lausunnot.html#nro_20

EN: Opinion 21: Opinion about the European Interoperability Strategy proposal
http://www.jukkarannila.fi/lausunnot.html#nro 21

EN: Opinion 23: Public consultation on the review of the European Standardisation System
http://www.jukkarannila.fi/lausunnot.html#nro_23

EN: Opinion 27: Public Consultation on the Modernisation of EU Public Procurement Policy
http://www.jukkarannila.fi/lausunnot.html#nro 27

EN: Opinion 28: Consultation on the Europe 2020 Project Bond Initiative
http://www.jukkarannila.fi/lausunnot.html#nro_28

EN: Opinion 30: Internet Filtering

http://www.jukkarannila.fi/lausunnot.html#nro 30
NOTE: Organised by the European Committee for Standardization (CEN) '

EN: Opinion 32: COMP/C-3/39.692/IBM — Maintenance services
http://www.jukkarannila.fi/lausunnot.html#nro 32

EN: Opinion 34: REMIT Registration Format

http://www.jukkarannila.fi/lausunnot.html#nro 34
NOTE: Organised by The Agency for the Cooperation of Energy Regulators (ACER)

EN: Opinion 35: Exploiting the employment potential of the personal and household services
http://www.jukkarannila.fi/lausunnot.html#nro_35

EN: Opinion 37: CASE COMP/39.654 - Reuters instrument codes
http://www.jukkarannila.fi/lausunnot.html#nro 37

EN: Opinion 39: Registry options to facilitate linking of emissions trading systems
http://www.jukkarannila.fi/lausunnot.html#nro 39

EN: Opinion 40: Media Freedom and Pluralism / audiovisual regulatory bodies

http://www.jukkarannila.fi/lausunnot.html#nro_40

EN: Opinion 41: AT.39398: observations on the proposed commitments
http://www.jukkarannila.fi/lausunnot.html#nro_41

1 http://www.cen.cu/ (Accessed 2 July 2012)
2 http://www.acer.europa.eu/ (Accessed 2 July 2012)
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EN: Opinion 42: Opening up Education
http://www.jukkarannila.fi/lausunnot.html#nro_42

EN: Opinion 43: Publication of extracts of the European register of market participants

http://www.jukkarannila.fi/lausunnot.html#nro_43
NOTE: Organised by The Agency for the Cooperation of Energy Regulators (ACER)

EN: Opinion 44: Evaluation policy guidelines
http://www.jukkarannila.fi/lausunnot.html#nro_44

EN: Opinion 45: About ICT standardisation
http://www.jukkarannila.fi/lausunnot.html#nro_45

EN: Opinion 46: Review of the EU copyright rules
http://www.jukkarannila.fi/lausunnot.html#nro_46

EN: Opinion 51: European Area of Skills and Qualifications
http://www.jukkarannila.fi/lausunnot.html#nro_51

EN: Opinion 52: Trusted Cloud Europe Survey
http://www.jukkarannila.fi/lausunnot.html#nro 52

EN: Opinion 53: Trade Reporting User Manual (TRUM) (Draft)

http://www.jukkarannila.fi/lausunnot.html#nro 53
NOTE: Organised by The Agency for the Cooperation of Energy Regulators (ACER)

EN: Opinion 55: European Energy Regulation

http://www.jukkarannila.fi/lausunnot.html#nro 55
NOTE: Organised by The Agency for the Cooperation of Energy Regulators (ACER)

EN: Opinion 59: Green paper on mobile Health
http://www.jukkarannila.fi/lausunnot.html#nro 59

EN: Opinion 60: Cross-border inheritance tax problems within the EU
http://www.jukkarannila.fi/lausunnot.html#nro_60

EN: Opinion 61: European Register of Products Containing Nanomaterials
http://www.jukkarannila.fi/lausunnot.html#nro_61

EN: Opinion 64: Corporate Social Responsibility - European Commission

http://www.jukkarannila.fi/lausunnot.html#nro_64

EN: Opinion 66: Net Innovation for the Work Programme 2016-2017
http://www.jukkarannila.fi/lausunnot.html#nro_66
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EN: Opinion 68: European Network Code Stakeholder Committees

http://www.jukkarannila.fi/lausunnot.html#nro 68
NOTE: Organised by The Agency for the Cooperation of Energy Regulators (ACER)

EN: Opinion 71: Common Schema for the Disclosure of Inside Information

http://www.jukkarannila.fi/lausunnot.html#nro_71
NOTE: Organised by The Agency for the Cooperation of Energy Regulators (ACER)

EN: Opinion 74: Enabling the Internet of Things

http://www.jukkarannila.fi/lausunnot.html#nro 74
NOTE: Organised by Body of European Regulators for Electronic Communications (BEREC) *

EN: Opinion 80: Mandatory Transparency Register
http://www.jukkarannila.fi/lausunnot.html#nro 80

EN: Opinion 84: Revision of the European Interoperability Framework

http://www.jukkarannila.fi/lausunnot.html#nro 84

EN: Opinion 86: 2016 Annual Colloquium on fundamental rights
http://www.jukkarannila.fi/lausunnot.html#nro 86

EN: Opinion 88: Evaluation and Review of the ePrivacy Directive

http://www.jukkarannila.fi/lausunnot.html#nro_88

EN: Opinion 89: BEREC Guidelines for net neutrality rules

http://www.jukkarannila.fi/lausunnot.html#nro 89
NOTE: Organised by Body of European Regulators for Electronic Communications (BEREC)

EN: Opinion 93: Safety of apps and other non-embedded software
http://www.jukkarannila.fi/lausunnot.html#nro 93

EN: Opinion 95: Targeted consultation on eForms

http://www.jukkarannila.fi/lausunnot.html#nro_95

EN: Opinion 97: COM(2016) 882 final - 2016/0408 (COD)
http://www.jukkarannila.fi/lausunnot.html#nro 97

EN: Opinion 98: Opinions related to six (6) co-decision (COD) proposals
http://www.jukkarannila.fi/lausunnot.html#nro 98

EN: Opinion 99: COM(2016)0863 - European Union Agency for the Cooperation of Energy
Regulators. Recast

http://www.jukkarannila.fi/lausunnot.html#nro 99

3 http:/www.berec.europa.eu, Body of European Regulators for Electronic Communications (BEREC)
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EN: Opinion 100: Protection of personal data (EU)
http://www.jukkarannila.fi/lausunnot.html#nro_100

EN: Opinion 101: Governance of the Energy Union
http://www.jukkarannila.fi/lausunnot.html#nro 101

EN: Opinion 102: Smart Wearables
http://www.jukkarannila.fi/lausunnot.html#nro_102

EN: Opinion 106: Review of the European Union Agency for Network and Information Security
(ENISA)

http://www.jukkarannila.fi/lausunnot.html#nro_106

EN: Opinion 108: Single Digital Gateway
http://www.jukkarannila.fi/lausunnot.html#nro 108

EN: Opinion 110: Technical arrangements / Information systems / Union Customs Code
http://www.jukkarannila.fi/lausunnot.html#nro_110

EN: Opinion 111: Interoperability of information systems for migration and security

http://www.jukkarannila.fi/lausunnot.html#nro 111

EN: Opinion 113: Transform of health and care
http://www.jukkarannila.fi/lausunnot.html#nro_113

EN: Opinion 114: Premium content on ECS markets and the effect of devices on the open use of the
Internet

http://www.jukkarannila.fi/lausunnot.html#nro_114
NOTE: Organised by Body of European Regulators for Electronic Communications (BEREC)

EN: Opinion 118: Fake news and online disinformation
http://www.jukkarannila.fi/lausunnot.html#nro_118

EN: Opinion 119: European Social Security Number
http://www.jukkarannila.fi/lausunnot.html#nro 119

EN: Opinion 120: European Labour Authority
http://www.jukkarannila.fi/lausunnot.html#nro_120

EN: Opinion 121: 2nd Data Package
http://www.jukkarannila.fi/lausunnot.html#nro 121

Copyright, licence and disclaimers: check Annex 2.
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EN: Opinion 122: Proposal to create a cybersecurity competence network with a European
Cybersecurity Research and Competence Centre

http://www.jukkarannila.fi/lausunnot.html#nro 122

EN: Opinion 123: Proposal for a DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF
THE COUNCIL on the re-use of public sector information (recast)

http://www.jukkarannila.fi/lausunnot.html#nro 123

My opinions to the previous and relevant consultations — there consultations were mostly organised
by the European Commission. General page to all consultations — both in English and in Finnish:

http://www.jukkarannila.fi/lausunnot.html

[Continues on the next page]
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ANNEX 2
DISCLAIMERS

Legal disclaimer:
All opinions in this opinion paper are personal opinions and they do not represent opinions of any legal entity I am

member either by law or voluntarily. This opinion paper is only intended to trigger thinking and it is not legal advice.
This opinion paper does not apply to any past, current or future legal entity. This opinion paper will not cover any of the
future changes in this fast-developing area. Any actions made based on this opinion is solely responsibility of respective
actor making those actions.

Political disclaimer:

These opinions do not represent opinions of any political party. These opinions are not advices to certain policy and
they are only intended to trigger thinking. Any law proposal based on these opinions are sole responsibility of that legal
entity making law proposals.

These opinions are not meant to be extreme-right, moderate-right, extreme-centre, moderate-centre, extreme-left or
moderate-left. They are only opinions of an individual whose overall thinking might or might not contain elements of
different sources. These opinions do not reflect past, current or future political situation in the Finnish, European or
worldwide politics.

These opinions are not meant to rally for a candidacy in any public election in any level.

Content of web pages:

This text may or may not refer to web pages. The content of those web pages is not responsibility of author of this
document. They are referenced on the date of this document. If referenced web pages are not found after the date when
this document is dated, that situation is not responsibility of the author. All changes done in the web pages this
document refers are sole responsibility of those organisations and individuals maintaining those web pages. All illegal
content found on the referred web pages is not on the responsibility of the author of this document, and producing that
kind content is not endorsed by the author of this document.

Use of broken English

This text is in English, but from a person, whose is not a native English-speaking person. Therefore the text may or may
not contain bad, odd and broken English, and can contain awkward linguistic solutions.

COPYRIGHT

This opinion paper is distributed under Creative Commons licence, to be specific the licence is “Attribution-
NonCommercial-NoDerivatives 4.0 International (CC BY-NC-ND 4.0)”. The text of the licence can be obtained from
the following web page:
http://creativecommons.org/licenses/by-nc-nd/4.0/
The English explanation is on the following web page:
http://creativecommons.org/licenses/by-nc-nd/4.0/legalcode
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