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To: BEREC (Body of European Regulators for Electronic Communications)

Enabling the Internet of Things / EWG NGN Project Advanced connectivity of devices, 
systems and services (M2M) / BoR (15) 141

First of all, a lot of thanks to BEREC for organising this important consultation.

This opinion represents an opinion of an individual citizen, not any legal entity.

This opinion does not contain:
– any business secrets
– any trade secrets
– any confidential information.

This opinion is public.
BEREC can add PDF file of this opinion to a relevant web page.

Annex 1 holds information about previous consultation on the European Union level.
Annex 2 holds information about disclaimers and copyright.

Best Regards,

Jukka S. Rannila
citizen of Finland

signed electronically

[Continues on the next page]
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General notes / Simple analysis

Here we can note that this opinion focuses just on one question, i.e. question six (6). So this 
analysis is very simple and there are much more complexity with five (5) other questions.

Question 6 / Actually two questions

Here we can note these two questions:

(1) What is the impact of open and proprietary standards on the development of the M2M 
sector?

(2) What are the advantages and disadvantages of open and proprietary standards, taking in 
account that M2M services may be provided on private or public networks?

A simple conception of information technology (IT)
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The previous figure gives us four basic functions: add, retrieve, change and remove. Then there are 
databases and documents used in different systems. Users use different displays (interfaces). 
Different systems need administration (also maintenance) for keeping a system functional. Then 
there is communication (also standards) for direct and indirect usage of an information system.

Next table gives us some possibilities for assessing possibilities for open solutions and closed 
solutions.

Copyright, licence and disclaimer: check Annex 2.

40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57

58
59
60
61
62
63
64
65
66

http://www.jukkarannila.fi/


Jukka S. Rannila OPINION 3 (19)

www.jukkarannila.fi 12 October 2015 Public / WWW

Owner?
Member?

Agreement?

OPEN CLOSED

1. Device / Machinery

2. Operating system

3. Program(s)

4. Data models / Conceptual models

5. Documents

6. Databases

7. Communications THIS
CONSULTATION?

8. Retrieve / Interface / Display

9. Add / Interface / Display

10. Remove / Interface / Display

11. Change / Interface / Display

Here we can note this consultation is mostly about communication between different systems. Here 
we have to note that there are other opinions (check annex 1) related to other issue on the IT 
domains.

Different standardisation efforts exists / Standard developing organisations (SDO)?

There are several standard developing organisations in the information technology field and one 
comprehensive 1 list is provided by ConsortiumInfo.org. 

Proposal: There could be some serious assessments based on the list of standard 
developing organisations (the list is provided by ConsortiumInfo.org). 

Based on some assessments there could be some industry standards to be evaluated.

Already something going on? / Internet of Things

Here we can note something about standards developing organisations. Based on a casual web 
search there can be a following list about some standards developing organisations related to 
Internet of Things (IoT). Possibly there are other standards developing organisations concentrating 

1 http://www.consortiuminfo.org/links/linksall.php, Standard Setting Organizations and Standards List
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on some parts/aspects in this domain – internet of things (IoT).
Internet of Things Global Standards Initiative 2

IPSO Alliance 3

Allseen Alliance 4

Open Interconnect Consortium 5

Industrial Internet Consortium 6

Proposal: After serious review of existing standards and standards developing 
organisations BEREC could join to some standards developing organisations.

Non-profit foundations for developing different aspects of IT

I have proposed that there should be non-profit foundations which takes care of different aspects of 
IT domain. Then different communities (both non-profit and for-profit) can join a foundation based 
on serious review of standards developed by a specific foundation. There are some foundation as 
example of this approach:

• LINUX Foundation 7 8

• The Document Foundation 9 10

• MariaDB Foundation 11 12

• Python Software Foundation 13 14

• The Apache Software Foundation 15 16

• OpenStack Foundation 17 18

• The Open Group 19 20

• The Eclipse Foundation 21 22

• Open Invention Network 23 24

2 http://www.itu.int/en/ITU-T/gsi/iot/Pages/default.aspx
3 http://www.ipso-alliance.org/
4 https://allseenalliance.org/
5 http://www.openinterconnect.org/
6 http://www.iiconsortium.org/
7 http://www.linuxfoundation.org/
8 https://en.wikipedia.org/wiki/Linux_Foundation
9 http://www.documentfoundation.org/
10 https://en.wikipedia.org/wiki/The_Document_Foundation
11 https://mariadb.org/
12 https://en.wikipedia.org/wiki/MariaDB
13 https://www.python.org/psf/
14 https://en.wikipedia.org/wiki/Python_Software_Foundation
15 http://apache.org/
16 https://en.wikipedia.org/wiki/Apache_Software_Foundation
17 http://www.openstack.org/
18 https://en.wikipedia.org/wiki/OpenStack
19 http://www.opengroup.org/
20 https://en.wikipedia.org/wiki/The_Open_Group
21 https://www.eclipse.org/org/
22 https://en.wikipedia.org/wiki/Eclipse_Foundation
23 http://www.openinventionnetwork.com
24 https://en.wikipedia.org/wiki/Open_Invention_Network
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When browsing web pages of these communities we can conclude that every foundation has a clear 
mission for developing specific technology in some specific IT domain.

Proposal: After a serious review of existing (non-profit) foundations BEREC could join
to some (non-profit) foundations.

Horizontal standardisation and vertical standardisation
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Personally I advocate using different horizontal standards. For example email standards (horizontal)
are implemented with very different technologies (vertical).

Proposal: BEREC could asses both vertical and HORIZONTAL standards.

Proposal: BEREC could favour development of HORIZONTAL standards.

Here we can note that developing horizontal standards is very demanding compared to developing 
vertical standards. Therefore BEREC has to carefully assess situation of horizontal standards before
developing new horizontal standards. On the other hand BEREC could/can endorse and enforce 
usage of different horizontal standards.

Analysing different standards and standard versions / National IT experts associations

In some opinions I have proposed cooperation with different 25 national IT experts associations. I 
have proposed distribution of different questionnaires to national IT experts associations´ members. 

25 http://tivia.fi/in-english, The Finnish Information Processing Association, TIVIA; an example of a national IT 
experts association
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Naturally there must be a limited number of different questionnaires in a year.

National 
IT expert

association(s)

Committee
phase 1

IT experts
round 1

Document
phase 1

Committee
phase 2

IT experts
round 2

Document
phase 2

National 
IT expert

association(s)

Committee
DECISION

Technical 
Regulation

Technical 
problem

Other feedback

This procedure of sending different questionnaires to national IT experts associations´ members 
could be tested. Possibly this idea does not work and the idea could be be abandoned after real 
results.
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Proposal: BEREC could test proposed cooperation model (different questionnaires) 
with different national IT experts associations.

This approach has been tested at least once on the European Union level; The European 
Commission asked opinion to the following standards:

* DomainKeys Identified Mail Signatures (DKIM) 
* Domain ECMAScript-402 Internationalization API Specification
* Domain Name System Security Extensions (DNSSEC) from Internet Engineering Task 
Force (IETF)
* Internet Protocol version 6 (IPv6)
* Extensible Markup Language (XML) produced by World Wide Web Consortium (W3C)
* Lightweight Directory Access Protocol version 3 "LDAPv3" 

The web page for this consultation is on the following address:

Public consultations on ICT standardisation
https://ec.europa.eu/digital-agenda/en/news/public-consultations-ict-standardisation

Actual results of this consultation can be asked from the European Commission.

An example of a horizontal standard – web feeds / RSS and Atom

I have advocated usage of web feeds on several previous opinion documents. Actually there are two
standards for web feeds: RSS 26 27 and Atom 28.

Proposal: BEREC could advocate usage of web feeds (RSS and/of Atom) in different 
systems (horizontal) which then can implement other approved standards (vertical).

Current reality / There are several systems without connections to other systems

This consultation is about connectivity of devices, systems and services (M2M) and Internet of 
Things (IoT).

The current reality (0) is that several systems are not connected to other systems.

However in the future there can be several ways for cooperation between systems. The problem in 
the future may be very complex system-to-system (1) connections.

26 http://www.rssboard.org/rss-specification, RSS 2.0 Specification 
27 https://en.wikipedia.org/wiki/RSS, Wikipedia / RSS
28 https://en.wikipedia.org/wiki/Atom_(standard), Wikipedia / Atom (standard)
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0

The current reality: Several systems without connections

1

The possible future: Several systems have very complex system-to-system relations 
and/or several connections

Based this problem there are in many cases one central system (2) which can handle cooperation 
between different (sub)systems. The problem with this option is the failure of the central system and
this can lead to unwanted outage of several (sub)systems.

[Continues on the next page]
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2

The possible future: One central system for cooperation between other systems

The next option could be some operation between some central (1-2) systems. In this way failure of 
the central system (S1/S2) does not cause outages in all (sub)systems.

S1

B

C

D

E F

A

S2

1

6 5

4

3

2

1-2

The possible future: Some central systems (S1 ↔ S2) can have some cooperation

One option (3) is to have a hierarchy between different system. In this way there cab some systems 
which are not connected to the central system. With this approach not all (sub)systems face the 
same problem with a failure in the central system.

[Continues on the next page]
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3

The possible future: Some systems are organised into a hierarchical structure

The reality: There will be several layered systems developed by several stakeholder 
communities (both for-profit and non-profit communities).

FD

FA

FB

FB FB

FB

FC

CS

F3

F2

F1 F6

F5

F4

The reality: There will be complex cooperation networks between different systems

Here we can note that there can some central systems (CS) and information from those central 
systems can be distributed to several other systems.
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Here we can note some problems:
• some systems are based on de-facto standards
• some systems are based on de-jure standards
• there can be confrontations between de-facto and de-jure standards
• there can be a monopoly situation in some domain
• some standards may inhibit possible actions of some stakeholders
• there can be a “standard war” in some domains
• standards have different life-cycles
• systems have different life-cycles
• there can be mismatches between different life-cycles
• there can be failed standards
• there can be deprecated standards.

In some cases the European Commission (Directorate-General for Competition) have organised 
serious reviews on some IT domains.

Different for-profit companies have selected different approaches: either (1) voluntary cooperation 
with the European Commission (Directorate-General for Competition) OR (2) juridicial 
proceedings against the European Commission (Directorate-General for Competition). Some for-
profit companies have lost their case after juridicial proceedings and the decisions of the European 
Commission (Directorate-General for Competition) has been enforced after all.

Proposal: BEREC could organise independently serious reviews of standardisation 
situation in some domains.

Proposal: Possibly BEREC could ask the European Commission (Directorate-General 
for Competition) for organising serious review of standardisation situation in some 
domain for determining anti-trust situation.

The European Union level

MSS

MSS

MSS

MSS MSS

MSS

MSS

MSS

1

MSS = Member State System (on the European Union level)
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Like mentioned before there can be complex many-to-many connections between member state 
systems – this can be current situation in member states.

EUCP

MSS

MSS

MSS

MSS MSS

MSS

MSS

MSS

2

MSS = Member State System (on the European Union level)
EUCP = European Union Contact Point

Like mentioned before just having one central system can be very risky. Therefore there should be 
member state contact point which can gradually consolidate different member state systems.

EUCP

MSS

MSS

MSS

MSS MSS

MSS

MSS

MSS

MSCP MSCP

MSCPMSCP

3

MSS MSSMSSMSS

MSS MSS MSS MSS MSS

MSS

MSS

MSS

MSS = Member State System (on the European Union level)
EUCP = European Union Contact Point
MSCP = Member State Contact Point

Here we can note that in some cases European Union Contact Points (EUCP) could take care of 
global connections.
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Proposal: BEREC could assess the need for Member State Contact Points.

Proposal: BEREC could assess the need for European Union Contact Points.

Proposal: BEREC could assess the need for global connections.

Summary of answer to the question 1

The question: (1) What is the impact of open and proprietary standards on the development 
of the M2M sector?

The answer: (1.a) After a serious review of standardisation situation in some domain 
there could be different approaches:

(i) Serious negotiations with stakeholder communities which can control 
some proprietary standards; possibly this can lead to anti-trust 
proceedings!

(ii) Possibly funding work of stakeholder communities which develops 
open standards (possibly other open issues – e.g. open source software).

The answer: (1.b) BEREC could support especially development of OPEN and 
especially HORIZONTAL standards.

The answer: (1.c) After serious reviews BEREC could join formally to some 
stakeholder communities which develop OPEN standards – and possibly 
HORIZONTAL standards.

Like said there can be de-facto and de-jure standards.

Summary of answer to the question 2

The question: (2) What are the advantages and disadvantages of open and proprietary 
standards, taking in account that M2M services may be provided on private or public 
networks?

The answer: (2.a) With open standards there can be easier cooperation solutions 
between systems in the European Union level – European Union contact points.

The answer: (2.b) With open standards there can be easier cooperation on the global 
level.

The answer: (2.c) With open standards different member state systems can be 
consolidated on the member state level – member state contact points.
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The answer: (2.d) With open standards there can be well organised cooperation 
between different contact points (systems) and separate systems.

The answer: (2.e) There can different proprietary standards – both vertical and 
horizontal; BEREC should organise serious negotiations with stakeholder communities
which develop/maintain/etc. proprietary standards. Possibly this can lead to anti-trust 
proceedings!

General summary: Processes, events, states, lifetime, instances, start and end

START END

LIFETIME

event event event event

instance instance instance instance

state state state

instance instance instance

PROCESS

Finally some important concepts can noted: processes, events, states, lifetime, instances start and 
end. It can noted that during the lifetime of an information system there can be significant changes 
with the selected and implemented standards.

Proposal: Based on the results of this consultation BEREC could create a roadmap for 
implementing different open and/or especially horizontal standards.

It can noted that there are very cumbersome information systems on the European Union level on 
different application fields. Therefore BEREC could have a clear roadmap for implementing 
different standards in the near and distant future. BEREC could formally join to some important 
(standards developing) organisations based on the results of this consultation.

Good luck!!!

This opinion is quite limited. Hopefully there are other constructive ideas presented in other 
opinions. This remains to be seen.

[Continues on the next page]
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ANNEX 1

My opinions to the previous and relevant consultations – there consultations were mostly organised 
by the Commission of the Europan Union. General page to all consultations – both in English and 
in Finnish: http://www.jukkarannila.fi/lausunnot.html

EN: Opinion 1: Review of the rules on access to documents
http://www.jukkarannila.fi/lausunnot.html#nro_1

EN: Opinion 2: Schools for the 21st Century
http://www.jukkarannila.fi/lausunnot.html#nro_2

EN: Opinion 3: The future of pharmaceuticals for Human use in Europe- making Europe a Hub for 
Safe and Innovative medicines
http://www.jukkarannila.fi/lausunnot.html#nro_3

EN: Opinion 5: Consumer Scoreboard, Questionnaire for stakeholders
http://www.jukkarannila.fi/lausunnot.html#nro_5

EN: Opinion 6: Consultation on a Code of Conduct for Interest Representatives
http://www.jukkarannila.fi/lausunnot.html#nro_6

EN: Opinion 8: European Interoperability Framework, version 2, draft
http://www.jukkarannila.fi/lausunnot.html#nro_8

EN: Opinion 9: CAMSS: Common Assessment Method for Standards and Specifications, CAMSS 
proposal for comments
http://www.jukkarannila.fi/lausunnot.html#nro_9

EN: Opinion 15: Collective Redress
http://www.jukkarannila.fi/lausunnot.html#nro_15

EN: Opinion 17: Opinion to Antitrust Case No. COMP/C-3/39.530
http://www.jukkarannila.fi/lausunnot.html#nro_17

EN: Opinion 18: Opinion Related to the Public Undertaking by Microsoft
http://www.jukkarannila.fi/lausunnot.html#nro_18

EN: Opinion 19: Official Acknowledgement by the Commission
http://www.jukkarannila.fi/lausunnot.html#nro_19
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EN: Opinion 20: SECOND Opinion Related to the Public Undertaking by Microsoft
http://www.jukkarannila.fi/lausunnot.html#nro_20
EN: Opinion 21: Opinion about the European Interoperability Strategy proposal
http://www.jukkarannila.fi/lausunnot.html#nro_21

EN: Opinion 23: Public consultation on the review of the European Standardisation System
http://www.jukkarannila.fi/lausunnot.html#nro_23

EN: Opinion 27: Public Consultation on the Modernisation of EU Public Procurement Policy
http://www.jukkarannila.fi/lausunnot.html#nro_27

EN: Opinion 28: Consultation on the Europe 2020 Project Bond Initiative
http://www.jukkarannila.fi/lausunnot.html#nro_28

EN: Opinion 30: Internet Filtering
http://www.jukkarannila.fi/lausunnot.html#nro_30
NOTE: Organised by the European Committee for Standardization (CEN) 29

EN: Opinion 32: COMP/C-3/39.692/IBM – Maintenance services
http://www.jukkarannila.fi/lausunnot.html#nro_32

EN: Opinion 34: REMIT Registration Format
http://www.jukkarannila.fi/lausunnot.html#nro_34
NOTE: Organised by The Agency for the Cooperation of Energy Regulators (ACER) 30

EN: Opinion 35: Exploiting the employment potential of the personal and household services
http://www.jukkarannila.fi/lausunnot.html#nro_35

EN: Opinion 37: CASE COMP/39.654 - Reuters instrument codes
http://www.jukkarannila.fi/lausunnot.html#nro_37

EN: Opinion 39: Registry options to facilitate linking of emissions trading systems
http://www.jukkarannila.fi/lausunnot.html#nro_39

EN: Opinion 40: Media Freedom and Pluralism / audiovisual regulatory bodies
http://www.jukkarannila.fi/lausunnot.html#nro_40

EN: Opinion 41: AT.39398: observations on the proposed commitments
http://www.jukkarannila.fi/lausunnot.html#nro_41

EN: Opinion 42: Opening up Education
http://www.jukkarannila.fi/lausunnot.html#nro_42

29 http://www.cen.eu/ (Accessed 2 July 2012)
30 http://www.acer.europa.eu/ (Accessed 2 July 2012)
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EN: Opinion 43: Publication of extracts of the European register of market participants
http://www.jukkarannila.fi/lausunnot.html#nro_43
NOTE: Organised by The Agency for the Cooperation of Energy Regulators (ACER)

EN: Opinion 44: Evaluation policy guidelines
http://www.jukkarannila.fi/lausunnot.html#nro_44

EN: Opinion 45: About ICT standardisation
http://www.jukkarannila.fi/lausunnot.html#nro_45

EN: Opinion 46: Review of the EU copyright rules
http://www.jukkarannila.fi/lausunnot.html#nro_46

EN: Opinion 51: European Area of Skills and Qualifications
http://www.jukkarannila.fi/lausunnot.html#nro_51

EN: Opinion 52: Trusted Cloud Europe Survey
http://www.jukkarannila.fi/lausunnot.html#nro_52

EN: Opinion 53: Trade Reporting User Manual (TRUM) (Draft)
http://www.jukkarannila.fi/lausunnot.html#nro_53
NOTE: Organised by The Agency for the Cooperation of Energy Regulators (ACER)

EN: Opinion 55: European Energy Regulation
http://www.jukkarannila.fi/lausunnot.html#nro_55
NOTE: Organised by The Agency for the Cooperation of Energy Regulators (ACER)

EN: Opinion 59: Green paper on mobile Health
http://www.jukkarannila.fi/lausunnot.html#nro_59

EN: Opinion 60: Cross-border inheritance tax problems within the EU
http://www.jukkarannila.fi/lausunnot.html#nro_60

EN: Opinion 61: European Register of Products Containing Nanomaterials
http://www.jukkarannila.fi/lausunnot.html#nro_61

EN: Opinion 64: Corporate Social Responsibility - European Commission
http://www.jukkarannila.fi/lausunnot.html#nro_64

EN: Opinion 66: Net Innovation for the Work Programme 2016-2017
http://www.jukkarannila.fi/lausunnot.html#nro_66

EN: Opinion 68: European Network Code Stakeholder Committees
http://www.jukkarannila.fi/lausunnot.html#nro_68
NOTE: Organised by The Agency for the Cooperation of Energy Regulators (ACER)

Copyright, licence and disclaimer: check Annex 2.
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EN: Opinion 71: Common Schema for the Disclosure of Inside Information
http://www.jukkarannila.fi/lausunnot.html#nro_71
NOTE: Organised by The Agency for the Cooperation of Energy Regulators (ACER)

My opinions to the previous and relevant consultations – there consultations were mostly organised 
by the Commission of the Europan Union. General page to all consultations – both in English and 
in Finnish: http://www.jukkarannila.fi/lausunnot.html

[Continues on the next page]
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ANNEX 2
DISCLAIMERS

Legal disclaimer:
All opinions in this opinion paper are personal opinions and they do not represent opinions of any legal entity I am 
member either by law or voluntarily. This opinion paper is only intended to trigger thinking and it is not legal advice. 
This opinion paper does not apply to any past, current or future legal entity. This opinion paper will not cover any of the
future changes in this fast-developing area. Any actions made based on this opinion is solely responsibility of respective
actor making those actions.

Political disclaimer:
These opinions do not represent opinions of any political party. These opinions are not advices to certain policy and 
they are only intended to trigger thinking. Any law proposal based on these opinions are sole responsibility of that legal 
entity making law proposals.

These opinions are not meant to be extreme-right, moderate-right, extreme-centre 31, moderate-centre, extreme-left or 
moderate-left. They are only opinions of an individual whose overall thinking might or might not contain elements of 
different sources. These opinions do not reflect past, current or future political situation in the Finnish, European or 
worldwide politics.

These opinions are not meant to rally for a candidacy in any public election in any level.

Content of web pages:
This text may or may not refer to web pages. The content of those web pages is not responsibility of author of this 
document. They are referenced on the date of this document. If referenced web pages are not found after the date when 
this document is dated, that situation is not responsibility of the author. All changes done in the web pages this 
document refers are sole responsibility of those organisations and individuals maintaining those web pages. All illegal 
content found on the referred web pages is not on the responsibility of the author of this document, and producing that 
kind content is not endorsed by the author of this document.

Use of broken English
This text is in English, but from a person, whose is not a native English-speaking person. Therefore the text may or may
not contain bad, odd and broken English, and can contain awkward linguistic solutions.

COPYRIGHT

This opinion paper is distributed under Creative Commons licence, to be specific the licence is “Attribution-
NonCommercial-NoDerivatives 4.0 International (CC BY-NC-ND 4.0)”. The text of the licence can be obtained from 
the following web page:

http://creativecommons.org/licenses/by-nc-nd/4.0/
The English explanation is on the following web page:

http://creativecommons.org/licenses/by-nc-nd/4.0/legalcode

31 Based on the Finnish three-party system there is a phenomenon called extreme-centre in Finland. The 2011 
parliamentary elections in Finland challenged the three-party system, since three “old” parties were not traditionally 
as the three largest parties. On 2015 this “new” party is part of the current Finnish Government. We all must be 
interested about this new development in Finland.
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