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Executive summary  

Eighty million smartphones were sold worldwide in the third quarter of 2010, 

accounting for 20% of the total of mobile phones sold (1). In the UK, Germany, 

France, Spain, and Italy the number of smartphone users increased to sixty 

million (2). Smartphones offer new opportunities in every sector of society (3) 

(4) – from mobile productivity to e-health, augmented reality and electronic 

payments. 

Smartphones have a rich cocktail of features: an array of sensors, multiple radio 

and network interfaces, as well as gigabytes of storage and powerful processors. 

They are often within a meter of their owners 24 hours a day. In fact, 

smartphones have already realised many aspects of the vision of ambient 

intelligence which includes, for example, providing augmented reality 

applications, applications that adapt to and anticipate the user’s physical 

environment using smart sensors – even providing smart health applications 

using biometric monitoring. Many of the security and privacy issues raised in the 

context of ambient intelligence apply to smartphones as well. 

The objective of this report is to allow an informed assessment of the 

information security and privacy risks of using smartphones. Most importantly, 

we make practical recommendations on how to address these risks. The ultimate 

objective is to enable users, businesses and governments to take advantage of 

the opportunities offered by smartphones while minimising the information 

security risks to which they are exposed. 

We assess and rank the most important information security risks and 

opportunities for smartphone users and give prioritised recommendations on 

how to address them. The report analyses 10 information security risks for 

smartphone users and 7 information security opportunities. It makes 20 

recommendations to address the risks. 

RISKS 

 R1 Data leakage: a stolen or lost phone with unprotected memory allows an 

attacker to access the data on it. 

 R2 Improper decommissioning: the phone is disposed of or transferred to 

another user without removing sensitive data, allowing an attacker to access 

the data on it. 

 R3 Unintentional data disclosure: most apps have privacy settings but 

many users are unaware (or do not recall) that the data is being transmitted, 

let alone know of the existence of the settings to prevent this. 
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 R4 Phishing: an attacker collects user credentials (e.g. passwords, 

creditcard numbers) using fake apps or (sms,email) messages that seem 

genuine. 

 R5 Spyware: the smartphone has spyware installed allowing an attacker to 

access or infer personal data. NB spyware includes any software requesting 

and abusing excessive privilege requests. It does not include targeted 

surveillance software (R7). 

 R6 Network spoofing attacks: an attacker deploys a rogue network access 

point and users connect to it. The attacker subsequently intercepts the user 

communication to carry out further attacks such as phishing. 

 R7 Surveillance: spying on an individual with a targeted user’s smartphone. 

 R8 Diallerware: an attacker steals money from the user by means of 

malware that makes hidden use of premium sms services or numbers. 

 R9 Financial malware: malware specifically designed for stealing credit 

card numbers, online banking credentials or subverting online banking or 

ecommerce transactions. 

 R10 Network congestion: network resource overload due to smartphone 

usage leading to network unavailability for the end-user. 

OPPORTUNITIES 

 Sandboxing and capabilities: most smartphones use sandboxes for apps 

and capability-based access control models. 

 Controlled software distribution: gives providers the opportunity to have 

more control over app security by vetting apps submitted for security flaws 

and removing insecure apps. 

 Remote application removal: functionality allowing removal of malware 

from devices after installation (NB caveats described in this section – e.g. the 

judgement about whether a particular app is malicious may not be clear-cut). 

 Backup and recovery: most smartphones ship with convenient backup and 

recovery functions to address risks to data availability. 

 Extra authentication options: smartphones can function as a smartcard 

reader, giving additional options for authentication and non-repudiation.  

 Extra encryption options: several third-party applications are now offering 

encryption for smartphone voice calls, on top of the standard encryption 

provided by mobile network operators. 

 Diversity: smartphones are diverse in terms of hardware and software, 

which makes it more difficult to attack a large group of users with one virus. 
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RECOMMENDATIONS 

We provide a detailed set of measures which can be applied for each risk 

identified. The recommendations are structured according to the usage scenarios 

(consumer, employee, high official). In general, recommendations for 

consumers should be applied to employees and those for employees to high 

officials. Below is a summary of selected recommendations: 

Consumers: 

 Automatic locking: configure the smartphone in such a way that it locks 

automatically after some minutes. 

 Check reputation: before installing or using new smartphone apps or 

services, check their reputation. Never install any software onto the device 

unless it is from a trusted source and you were expecting to receive it. 

 Scrutinize permission requests: scrutinize permission requests when 

using or installing smartphone apps or services. 

 Reset and wipe: before disposing of or recycling their phone, wipe all the 

data and settings from the smartphone. 

Employees: 

 Decommissioning: before being decommissioned or recycled, apply a 

thorough decommissioning procedure, including memory wipe processes.  

 App installation: if any sensitive corporate data is handled or if the 

corporate network is accessible to the smartphone then define and enforce 

an app whitelist.  

 Confidentiality: use memory encryption for the smartphone memory and 

removable media. 

 

High officials: 

 No local data: do not store sensitive data locally and only allow online 

access to sensitive data from a smartphone using a non-caching app.  

 Encryption software: for highly confidential usage, use additional call and 

SMS encryption software for end-to-end confidentiality. 

 Periodic reload: smartphones may be periodically wiped (using secure 

deletion) and reloaded with a specially prepared and tested disk image. 
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Target audience 

The intended audience of this report includes 

 IT officers (CIOs, CSOs, CTOs, etc) in business and public organisations to 

facilitate their evaluation and mitigation of the risks associated with adopting 

smartphones;  

 Consumer safety bodies and consumers via consumer safety bodies) to 

enable them to minimise the risks of smartphone usage; 

 European policymakers to aid them in deciding on research policy and 

measures required to mitigate risks. 

Disclaimer 

In this report, examples are given from a number of providers and products. 

These should be taken as examples only and there is no intention to single out a 

specific provider for criticism or praise. The examples provided are not 

necessarily those most representative or important, nor is the aim of this paper 

to conduct any kind of market survey or product evaluation. 
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Glossary and abbreviations 

 

  

App  Software application for smartphones (aka application) 

App-store  Software distribution channel for third-party software (aka marketplace) 

Botnet A collection of (malicious) software agents, or robots, which run without 

the user being aware of them. 

Classified information Information that is labelled in a government or business classification 
system for its degree of confidentiality; a typical classification system 

consists of several levels: unclassified, restricted, confidential, secret or 
top secret. Classified information usually means ’restricted’ or higher. 

GPS (Global 
Positioning System) 

A satellite-based system, created and maintained by the USA, for 
providing location and time information 

GSM  The most popular standard for mobile telephony systems in the world.  

Unlocking A process which removes smartphone restrictions; the restrictions 

usually concern changes to the smartphone OS or the installation of 
third-party software. Unlocking an iPhone is usually called jail-breaking, 
and unlocking an Android phone is usually called rooting. 

LAN A computer network that connects computers and devices in a limited 
geographical area such as a home, school or office building 

LTE  Long Term Evolution – 3GPP standard supporting improved spectral 
efficiency and lower latency compared to previous standards. (aka 4G) 

NFC (near field 
communication) 

A short-range high-frequency wireless communication technology based 
on RFID, which enables the exchange of data between devices over a 
distance of about 10 centimetres 

PAN (personal area 
network) 

A network for interconnecting devices centred on an individual person's 
workspace (e.g. over Bluetooth) 

Smartphone Currently, most smartphones include the following characteristics :  

 small form factor: pocket-sized;  

 powerful processor (like common 1GHz processor models) and 

gigabytes of storage; 

 app-store (or applications marketplace);  

 multiple network connections for WAN, LAN, and PAN networking, 

over multiple radio interfaces like WiFi, GSM, UMTS, Bluetooth, etc. 

 a set of sensors including microphone, camera, GPS, accelerometer, 

magnetic field sensor, and (often internal) temperature sensor; 

 rich user interface, capable of rendering full web pages in a browser.  

TLS (aka SSL) A mechanism to protect Internet Protocol traffic from eavesdropping and 
tampering.  

UMTS (aka 3G) 
 

Universal Mobile Telecommunications System, Mobile 
telecommunications technology specified by 3GPP, part of the global ITU 
IMT-2000 standard.  

Wardriving The process of traveling around collecting information on wireless access 

point signals that can be used to get network access. 

WAN  A computer network covering a broad area across regional boundaries. 

http://en.wikipedia.org/wiki/Computer_network
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1. Introduction 

Smartphones are now an essential tool in all sections of European society, from 

top government officials to businesses and consumers (4). In the UK, Germany, 

France, Spain, and Italy alone, the number of smartphone users has increased 

to 61 million (2). As an illustration of the monetary value flowing through 

smartphones, eBay expects 1.3 to 1.5 billion Euro in transactions to be 

conducted through its iPhone app in 2010 (5). 

Smartphones are famous for their versatility – in a single day a smartphone may 

be a contactless wallet (6), a barcode reader, a satellite navigation system, an 

email or social network client, a WiFi hotspot, and be used to make a phone call. 

Given the growing importance of smartphones, we believe it is important to 

assess the privacy and security risks of these devices. 

In this report we give an overview of the key information security risks and 

opportunities for smartphone users (in chapters 2 and 3). We also provide 

practical advice to address the risks (in chapter 4) and we conclude with some 

recommendations for research and industry (in chapter 5).  

We stress that the risks should be balanced against the potential benefits of 

smartphones 1. A description of the many potential benefits in terms of, for 

example, cost-savings, increased efficiency and a better quality of life is outside 

the scope of this report. To give just one example however, smartphones are 

being used as smart-health sensors, allowing heart patients to stay at home 

safely, while having their heart issues controlled and monitored by medical staff. 

In this way smartphones increase a patient’s quality of life and, at the same 

time, save healthcare costs (7). 

                                                           

1
 As with the risks, the criteria for such a balance depend on the usage scenario – more critical usage scenarios should give 

more priority to security. This paper is not intended to replace a project specific risk assessment. 
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2. Information security risks 

In this chapter we give an overview of the most important information security 

risks of using smartphones. We start by explaining our approach and the scope 

of our analysis. 

2.1 Usage scenarios 

Risks vary depending on how the smartphone is used. We have therefore 

defined three different usage scenarios and described risks and 

recommendations for each scenario.  

Usage 

scenario 

Description 

Consumer 

(C) 

The phone is an integral part of a person’s daily life – e.g. private 

phone-calls, social networking, messaging, navigation, gaming, 

online banking, on-the-go entertainment, location based services, 

Internet browsing, micro-blogging, email, photography, video 

recording, e-health, etc. 

Employee 

(E) 

R1The smartphone is used by an employee in a business or 

government organization. It is used for business phone calls, 

Internet browsing, corporate email, expense management, 

customer relationship management, travel assistance, contact 

management and business social networking, video conferencing, 

scheduling tasks, and reading documents. In some cases workflow 

applications are run on the smartphone, e.g. to fill in forms as part 

of an employee task.  

 

Usage in this scenario is subject to IT (security) policies, set by 

the employer’s IT officer. The smartphone is used for personal use 

in a limited way. 

High official 

(H) 

The smartphone is used by a high or top-level official in a business 

or government organisation, or by his or her close aide. The 

smartphone is used as in usage scenario E but in addition it is 

used for dealing with sensitive information and/or tasks.  

Usage in this scenario is subject to security policies and the 

functionality of the smartphone may be restricted or customized, 

for example by adding cryptographic modules for protecting call-

confidentiality.  
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individual smartphones and 

smartphone users frequently 

cross-over from one usage 

scenario to another. This in 

itself has important 

implications for the 

management of security risk 

It should be noted that individual smartphones and smartphone users frequently 

cross-over from one usage scenario to another. This in itself has important 
implications for the management of security risk. For example, a business 
smartphone with sensitive client data may be taken outside Europe on holiday 

by an employee (a subject for further investigation would be whether or not this 

represents cross-border data flow). A 

smartphone may be used for 

personal social networking during 
weekends (scenario C) and for 

handling sensitive email on working 
days (scenario E). We have included 
some recommendations to address 

this specific issue in our 
recommendations. In general, 

recommendations for consumers 
should be applied to employees and 
those for employees to high officials. 

2.2 Approach 

In information security, risk is the product of the likelihood and the impact of a 

threat against the information assets of an organization or an individual (8). 

Threats exploit one or more vulnerabilities. The likelihood of a threat is 

determined by the number of underlying vulnerabilities, the relative ease with 

which they can be exploited and the attractiveness for an attacker. For each risk 

covered in this chapter we refer the reader to the underlying vulnerabilities. 

The impact of a threat can be determined by the value of the assets affected by 

the threat. Throughout this report we use the following list of possible affected 

assets:  

 Personal data 

 Corporate intellectual property 

 Classified information [see Glossary and abbreviations] 

 Financial assets 

 Device and service availability and functionality 

 Personal and political reputation 

The risks were determined in consultation with the expert group. The experts 

were asked to indicate the likelihood (from very low to very high) and impact 

(from very low to very high) of each risk in each of the three usage scenarios. 
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Individuals and 

organizations are 

encouraged to make 

their own risk 

assessments and weigh 

the risks against the 

potential benefits in 

their own specific cases. 

The average value of each risk is reported in this chapter. The scheme is 

summarized in the diagram below. 
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Very low (1) 1 2 3 4 5 

Low (2) 2 4 6 8 10 

Medium (3) 3 6 9 12 15 

High (4) 4 8 12 16 20 

Very high (5) 5 10 15 0 25 

 

High risks are coloured red, medium risks are coloured yellow, and low risks are 

coloured white.  

Caveat: the objective of the risk 

assessment is to give readers an 

understanding of the most significant risks, 

to enable them to minimise their exposure. 

Therefore we do not put any absolute value 

on the likelihood and impact of threats – 

e.g. a ‘High’ likelihood is not intended to be 

an estimate of the number of times a threat 

will occur in a year. We also do not offer a 

comparative risk assessment of the use of 

smartphones versus other technologies 

fulfilling the same functionalities.  

Furthermore, it should be noted that vulnerabilities and risks vary greatly across 

different smartphone models and the impact and likelihood of a threat may vary 

greatly across individuals and organizations, even within the same usage 
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scenario. For example, for certain employees in certain organizations, a 

confidentiality breach affecting a smartphone address book may have a big 

impact (e.g. by revealing customer relations, notes on customers, secret pin 

numbers, or passwords), while for others the impact may be small (revealing 

only the phone numbers of family and friends). Individuals and organizations are 

encouraged to carry out their own risk assessments and weigh the risks against 

the potential benefits in their own specific cases. This paper is not meant to 

replace a project-specific organisational risk assessment. 

2.3 Scope 

We focus on the risks for the user or his or her organisation. At the end of this 

chapter we briefly discuss risks to other parties. We only cover threats which are 

typical for smartphones or are increased by smartphones. For example, a brute-

force attack on a password is not included, because the risk of this attack is not 

typical for smartphones nor is it increased by smartphones. The risk of phishing, 

on the other hand, is included because there are aspects of smartphone 

platforms which increase the risk of phishing.  

This paper covers the ‘top ten’ risks to smartphone users resulting from threats 

directly affecting the device or platform. However, as part of a project-specific 

organisational risk assessment, the following areas of risk should also be 

covered:  

 Risks from the use of remote or cloud backup services (readers may refer to 

the ENISA paper Cloud Computing: Benefits, Risks and Recommendations for 

further information on this aspect (9)).      It should be noted in particular, that: 

o Many smartphone platforms make considerable use of remote and/or 

cloud-based services. 

o These services are often implemented without the availability of 

alternative services. 

o Data stored in cloud services is processed by the cloud service provider 

and data confidentiality, integrity and availability therefore depend on the 

level of security offered by the cloud provider. 

 Attacks on online services used by smartphones, such as injection attacks, etc. 

 Attacks on authentication systems used by smartphones, such as password 

guessing.  
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 Attacks on or via online services used by smartphones such as cross-site 

scripting.  

 Attacks on web browsers, e.g. CSS history attack, browser fingerprinting, etc. 

 Risks which exclusively affect a single smartphone model or a single 

organization. 

Note that we do not cover risks related to national security (e.g. the risk of not 

being able to eavesdrop on mobile phone communication, as claimed in the case 

of Saudi Arabia’s temporary ban on Blackberries (10)). 

2.4 Overview of risks 

Risks are ordered according to an average rating across the different usage 

scenarios. Recommendations can be found in Chapter 4. 

R1. Data leakage resulting from device loss or theft 

Threat description The smartphone is stolen or lost and its memory 

or removable media are unprotected, allowing 

an attacker access to the data stored on it.  

Rating Likelihood Impact Risk 

Consumer (C) High Medium Medium 

Employee (E) Medium High High 

High official (H) Medium Very high High 

Vulnerabilities [6.7 Lack of user awareness][6.4 Encryption 

weaknesses] 

Assets All 

 

Smartphones, being both valuable and pocket-sized, are likely to be stolen or 

lost.  In a recent UK government survey, 2% reported their mobile phone was 

stolen last year (11). If data on the smartphone memory or its removable media 

is not sufficiently protected (by encryption) then an attacker can access that 

data.  
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Smartphones are often 

the user’s primary 

repository of personal 

data because they are 

carried around all the 

time and are always 

available. 

Smartphones often contain valuable 

information such as credit card data, 

bank account numbers, passwords, 

contact data, and so on. They are often 

the user’s primary repository of personal 

data because they are carried around all 

the time and are always available. Users 

sometimes protect sensitive information 

by storing it in an obfuscated form (see 

example below). Business phones often 

contain corporate emails and documents and may contain sensitive data. In the 

case of scenario H the impact is very high, because the smartphone could 

contain classified information, e.g. classified emails. 

The likelihood is rated lower in scenarios E and H because the users are more 

aware of the risks of theft or loss and because protective measures, such as 

memory encryption and auto-locking the device, are enforced more often by an 

IT officer.  

Note that even when encryption is implemented, weaknesses may exist in the 

implementation of encryption in smartphones (12) (13). This is not to suggest 

that encryption is not recommended, but to encourage caution in selecting the 

solution used. 

Example: ‘When Buck looked at my colleague's phone, he found two 4-digit 

numbers stored in his address book under the names ‘M’ and ‘V’. A search 

through his text messages revealed a few from [service provider] informing him 

that a new credit card, ending in a specific number, had just been mailed to him. 

Buck guessed that ‘M’ and ‘V’ were PIN codes for the Virgin credit card and a 

Mastercard - and he proved to be correct on both counts.’ (14) 
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Most apps have privacy 

settings for controlling 

how and when location 

data is transmitted, but 

many users are unaware 

(or do not recall) that the 

data is being transmitted, 

let alone know of the 

existence of the privacy 

setting to prevent this. 

R2. Unintentional disclosure of data 

Threat description The smartphone user unintentionally discloses 

data on the smartphone.  

Rating Likelihood Impact Risk 

Consumer (C) Very high High High 

Employee (E) High Medium High 

High official (H) High Very High High 

Vulnerabilities [6.3 User permissions fatigue ] [6.2 Covert 

channels/weak sandboxing] [6.6 No privacy 

protection best practices][6.7 Lack of user 

awareness] 

Assets [Personal data] [Personal and political 

reputation] 

 

Users are not always aware of all the 

functionality of smartphone apps. Even if 

they have given explicit consent, users 

may be unaware that an app collects and 

publishes personal data2. Location data, 

for example, is often used in social 

networks – in messages or uploaded 

photo metadata, in augmented reality 

apps, micro-blogging posts, etc. Most 

apps have privacy settings for controlling 

how and when location data is 

transmitted, but many users are unaware 

(or do not recall) that the data is being 

transmitted, let alone know of the existence of the privacy setting to prevent 

this. Unintentional disclosure of location data may help attackers to track and 

                                                           

2
 It goes without saying that, without informed consent, this kind of analysis can violate (if it uniquely identifies the user) 

the right to privacy of the individual concerned, as defined in European data protection law.. 
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trace users and so allow, for example, stalking, robbery or the hijacking of 

trucks containing valuable goods. 

A fundamental underlying vulnerability is the difficulty of collecting meaningful 

consent for the processing of all the personal data available on a smartphone. 

Certain types of data collection naturally lend themselves to integration with 

user consent, without having to assume the persistence of a decision. For 

example, file upload involves the user in selecting the file and thus giving 

consent (to that file being uploaded) as an integral part of the process. Other 

types of data are more problematic and location data is a good example, as it is 

not feasible for the user to have to consent every time a new location is 

disclosed. 

Example: Location data is often included in image files. Users, by giving an app 

access to the image files, may be unintentionally disclosing their whereabouts. 

An interesting demonstration of the extent of information disclosed is provided 

by the web site icanstalku.com which (for awareness raising purposes) collates 

data disclosed via GPS data embedded in images.       

R3. Attacks on decommissioned smartphones 

Threat description The smartphone is decommissioned improperly 

allowing an attacker access to the data on the 

device. 

Rating Likelihood Impact Risk 

Consumer (C) Medium Medium Medium 

Employee (E) High High High 

High official (H) Medium Very high High 

Vulnerabilities [6.7 Lack of user awareness][6.4 Encryption 

weaknesses] 

Assets All 
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According to market analysts, 

by 2012 over 100 million 

mobile phones will be recycled 

for reuse each year. As 

previously mentioned, 

smartphones contain large 

amounts of sensitive 

information which may be 

valuable to an attacker. They 

are an increasingly attractive 

target for ‘smartphone 

dumpster divers’. 

 

Due to a growing awareness of identity theft many people and organizations 

now destroy or wipe computer hard drives before decommissioning. However, 

the same thing is not yet happening with smartphones. At the same time, more 

and more devices are being recycled. 

According to market analysts ABI 

Research, by 2012 over 100 million 

mobile phones (15) will be recycled 

for reuse each year. As previously 

mentioned, smartphones contain 

large amounts of sensitive 

information which may be valuable to 

an attacker. They are an increasingly 

attractive target for ‘smartphone 

dumpster divers’. 

Example: In a recent study, mobile 

phones were bought second-hand on 

eBay and, out of the 26 business 

smartphones, 4 contained information 

from which the owner could be identified while 7 contained enough data to 

identify the owner's employer (14). The research team managed to trace one 

smartphone to a senior sales director of a corporation, recovering call history, 

address book entries, diary, emails, etc. 

R4. Phishing attacks 

Threat description An attacker collects user credentials (such as 

passwords and credit card numbers) by means of 

fake apps or (SMS, email) messages that seem 

genuine.  

Rating Likelihood Impact Risk 

Consumer (C) Medium High Medium 

Employee (E) Medium High Medium 

High official (H) Medium Very high High 

Vulnerabilities [6.5 Weak app distributor authentication 

mechanisms][6.7 Lack of user awareness] 

Assets All 
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attackers can more easily 

disguise trust cues that users rely 

on 

app-stores provide a new way of 

phishing by allowing attackers to 

place fake apps in the app-store, 

disguising them as legitimate 

apps (such as in the 09Droid 

Phishing attacks are a well-known threat for users of traditional PCs. Phishing 

attacks are actually platform independent, because the attacker does not need 

to attack the user’s device in any way. However, there are a number of reasons 

why the risk of phishing is important for smartphone users:  

 Smartphones have a smaller 

screen, which means that 

attackers can more easily 

disguise trust cues that users 

rely on to decide on 

submitting credentials; e.g. cues that show whether the website uses SSL. 

 App-stores provide a new way of phishing by allowing attackers to place fake 

apps in the app-store, disguising them as legitimate apps (such as in the 

09Droid case (16)) 

 Smartphones provide additional 

channels that can be used for 

phishing, e.g. SMS (SMiShing 

(17)). Users may be less 

cautious about SMS phishing 

messages. 

 Smartphones are a new type of device and users may not be aware of the 

fact that phishing is a risk on smartphones as well. 

R5. Spyware attacks 

Threat description The smartphone has spyware installed, allowing 

an attacker to access or infer personal data. 

Spyware covers untargeted collection of 

personal information as opposed to targeted 

surveillance. 

Rating Likelihood Impact Risk 

Consumer (C) High Medium High 

Employee (E) Medium High Medium 

High official (H) Medium Medium Medium 
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Smartphones provide covert 

channels through which data 

may be disclosed (by an 

application) to an attacker. Even 

when it seems there is a 

legitimate need for an app to 

send data over a particular 

channel, the permission model 

of smartphones is not always 

granular enough to protect 

users against abuse. 

 

Vulnerabilities [6.1 Vulnerabilities leading to malware 

installation][Ability to unlock phones] 

[Reputation vulnerabilities][6.2 Covert 

channels/weak sandboxing] 

Assets [Personal data][ Personal and political 

reputation] 

 

Spyware is malicious software that covertly collects information about users and 

their activities to use it for marketing purposes, such as profiling or targeted 

advertisements. Such spyware is often apparently bona fide software, installed 

with the user’s consent, which requests and abuses privileges over and above 

those required for the stated purpose of the app. 

The amount of personal data, sensitive documents and credentials stored and 

processed by smartphones makes them an interesting target for spyware. 

Furthermore, smartphones provide covert channels through which data may be 

disclosed (by an application) to an attacker. Even when it seems there is a 

legitimate need for an app to send data over a particular channel, the 

permission model of smartphones is not always granular enough to protect users 

against abuse. For example, a weather app may ask permission to use location 

data and to connect to the Internet, which seems legitimate (to get fresh 

location-based weather data). The app may however abuse this permission by 

sending location-data to advertisement servers for marketing purposes. 

Example: A recent study published 

in OSDI‟10 TaintDroid: An 

Information-Flow Tracking System 

for Realtime Privacy Monitoring on 

Smartphones (18) found that of 30 

apps studied, 2 sent the phone 

number, IMSI, and ICC-ID to a 

remote server, 7 sent the device 

ID to content servers and 15 sent 

location data to advertisement 

servers. In no case was the user‟s 

consent obtained either explicitly 

or implicitly.  
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Example: SMobile describes (19) a study of 48,694 applications in the Android 

market, which found that one in every five applications requests permissions to 

access private or sensitive information that an attacker could use for malicious 

purposes. One out of every twenty applications has the ability to place a call to 

any number without interaction with or authority from the user. 

Furthermore, data access by apps is sometimes exempt from explicit user 

permissions. For example, in iOS, the address book is accessible to all apps. No 

special status is given to the user’s own contact details in the address book, 

meaning that, apart from the large amounts of personal data this exposes, the 

user’s own phone number is also accessible, which can be used for unsolicited 

marketing. Another important vulnerability is the fact that on the iPhone the 

keyboard cache is accessible to all apps; although this does not include sensitive 

information such as passwords, it does contain a lot of private information. 

Example: The [iPhone] keyboard cache contains all the words ever typed on the 

keyboard, except the ones entered in password fields. This is supposed to help 

auto completion but effectively acts as a key-logger, storing potentially private 

and confidential names and numbers (20). 

It is possible in some cases to extract high-level events from collections of low-

level (sensor) events.  For example, an analysis of magnetic field and 

acceleration data over a period of days yields information about the activities 

and movements of the user. If the user works in an office near a magnetic field 

and lives somewhere without one (which is not unlikely), the magnetic field 

sensor data could be used (in combination with other data) to deduce his or her 

location. Bayesian analysis of sensor data sets could be used to determine 

activities and even to classify individuals for marketing purposes. The 

combination of sensors on smartphones increases the possible channels through 

which data can be collected and increases the chance that privacy-sensitive 

information can be inferred. 

Example: The app Jigsaw (21) is able to recognise user activities based on an 

analysis of microphone, GPS and accelerometer for patterns characteristic of 

routine activities. For example, the jolts produced when the user is walking 

depend on whether the phone is in a trouser or jacket pocket, so the software 

can recognise both patterns. It is designed to minimise the drain on the phone's 

battery. 
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Rogue WiFi hotspots and 

Bluetooth devices can be used to 

intercept and tamper with the 

network communication to the 

smartphone.  

 

Example: The app Sensor Logger (22) records changes in the phone‟s 

accelerometer and magnetic field sensors over a period of 50 seconds and 

attempts to determine the activity (walking, standing, sitting) in which the user 

is engaged. (This is not in itself an attack but demonstrates the possibilities.) 

R6. Network Spoofing Attacks 

Threat description An attacker deploys a rogue network access point 

(WiFi or GSM) and users connect to it. The 

attacker subsequently intercepts (or tampers 

with) the user communication to carry out further 

attacks such as phishing.  

Rating Likelihood Impact Risk 

Consumer (C) Medium Medium Medium 

Employee (E) Medium High Medium 

High official (H) Medium High High 

Vulnerabilities [6.7 Lack of user awareness] 

Assets All 

 

Rogue WiFi hotspots and Bluetooth 

devices can be used to intercept 

and tamper with the network 

communication to the smartphone. 

Rogue Internet gateway names 

may be configured on the 

smartphone by a malicious SMS 

configuration message. In this 

attack, a spoofed service configuration SMS is used to change the default access 

point used by the phone (23). A more complicated spoofing attack relies on 

mounting a rogue GSM base station. The hardware required to set up such a 

base station has become relatively inexpensive. This attack is not feasible on 3G 

networks because of network integrity keys. A rogue WiFi hotspot or other 

spoofed network nodes can be used as a means to carry out several other 
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Security indicators (such as a 

‘trusted SSL connection’ 

indicator) are harder to find on 

smartphones or are missing. 

 

attacks, e.g. phishing, SSL downgrade attacks, eavesdropping, etc (making it 

less likely using 3G networks). 3 

Theoretically speaking, such 

attacks should be detectable by 

the user. However, in practice 

most users do not pay attention 

to trust cues such as SSL 

certificates or whether a site uses 

SSL4.  For smartphone users the 

risk is even higher because security indicators (such as a ‘trusted SSL 

connection’ indicator) are harder to find or missing on smartphones. 

Example: At the Blackhat 2009 conference a presenter used a rogue WiFi 

hotspot to mount an SSL downgrade attack (24) and was thus was able to 

capture 20 email passwords from security professionals. 

R7. Surveillance attacks 

Threat description An attacker keeps a specific user under 

surveillance through the target user’s smartphone. 

Rating Likelihood Impact Risk 

Consumer (C) Low High Medium 

Employee (E) Low High Medium 

High official (H) Medium Very high High 

Vulnerabilities [6.1 Vulnerabilities leading to malware 

installation] 

                                                           

3
 Even in the case of GSM an encryption-on indicator can indicate a fake base station. 

4
 This is well-demonstrated by the case of New Zealand's BankDirect which accidentally allowed a certificate to expire. The 

mistake was fixed within 12 hours, during which time about 300 customers were presented with a security alert when 

visiting the bank's website. Server logs show that all but one of 300 users dismissed the warning (65). 
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Smartphones contain multiple 

sensors such as a microphone, 

camera, accelerometer and 

GPS. This, combined with the 

possibility of installing third-

party software and the fact 

that a smartphone is closely 

associated with an individual, 

makes it a useful spying tool. 

 

Assets [Personal data] [Classified information]  

 

Smartphones can be used to keep a targeted individual under surveillance5. 

Smartphones contain multiple sensors such as a microphone, camera, 

accelerometer and GPS. This, combined with the possibility of installing third-

party software and the fact that a smartphone is closely associated with an 

individual, makes it a useful spying tool. 

Given short-term physical and logical access to a device, it is possible to install 

comprehensive spying tools on it (25). Sometimes the user can be tricked into 

helping the attacker by installing malicious apps (see example below). There are 

also already several examples of legitimate software (26), whose express 

purpose is to allow an attacker to keep the mobile user under surveillance. 

Furthermore, even tools that are not designed for spyware may be configured 

covertly to allow for tracking (27).       

The GPS sensor deserves particular 

attention in this regard since it is a 

source of highly sensitive personal 

information – e.g. information about 

when someone is not at home can 

be useful to burglars. As mentioned 

above, even a combination of 

seemingly innocuous sensor data 

(e.g. magnetic field history) could 

be used to deduce sensitive 

information about an individual and 

their environment.  

Example: The app Tap Snake, ostensibly a simple snake game, captures GPS 

location data and uploads it to a remote server (28).  

Example: On the iPhone, apps obtain read and write access to the address book 

by default (20), which allows an attacker (through malware) to add a rogue 

                                                           

5
 This attack should not be confused with illegitimate untargeted mass-collection of data as described in [R5. Spyware 

attacks]. 
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An attacker steals money from 

the user by means of malware 

that makes hidden use of 

premium SMS services or 

numbers. 

email address („email@ofattacker.com‟) to existing email addresses and receive 

email correspondence. 

R8. Diallerware attacks 

Threat description An attacker steals money from the user by 

means of malware that makes hidden use of 

premium SMS services or numbers. 

Rating Likelihood Impact Risk 

Consumer (C) High High High 

Employee (E) Medium Medium 
Medium 

High official (H) Low Low Low 

Vulnerabilities 
[ 

6.1 Vulnerabilities leading to malware 

installation] [Reputation vulnerabilities] [6.3 User 

permissions fatigue ][6.2 Covert channels/weak 

sandboxing][6.7 Lack of user awareness] 

Assets [Financial assets]  

 

Certain smartphone API calls 

cost the user money, e.g. SMS 

(including micropayments), 

phone calls, and data over 

metered GSM/UMTS. If an 

attacker can install an app on 

the user’s smartphone, which is 

able to make such API calls covertly or trick the user into giving consent to their 

use, they can steal money from the smartphone user. The risk of this attack for 

consumers is judged as high because they are usually on a more limited budget 

and are more likely to download rogue apps. 
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Financial malware may be a 

simple key-logger collecting 

credit card numbers, or it 

may be more sophisticated 

and intercept SMS 

authentication codes to 

attack online banking 

applications. 

Example: Scammers are distributing corrupted versions of shareware games for 

smartphones which make calls to premium-rate numbers across the globe, 

racking up expensive bills without the phone owner‟s knowledge (29)     . 

R9. Financial malware attacks 

Threat description The smartphone is infected with malware 

specifically designed for stealing credit card 

numbers, online banking credentials or subverting 

online banking or ecommerce transactions.  

Rating Likelihood Impact Risk 

Consumer (C) Medium High High 

Employee (E) Low High Medium 

High official (H) Low Low Low 

Vulnerabilities [6.1 Vulnerabilities leading to malware 

installation] 

Assets [Financial assets] 

 

Financial malware is software specifically designed to steal credentials or 

perform man-in-the-middle attacks on financial applications or web services. 

Like PCs, smartphones are also 

vulnerable to banking malware. 

Financial malware may be a key-

logger collecting credit card numbers, 

or it may be more sophisticated and 

intercept SMS authentication codes to 

attack online banking applications. 

Another strategy is for an attacker to 

submit an app to an app-store, 

impersonating a real banking app. If 

users download and use the app, the attacker can mount a man-in-the-middle 

attack on banking transactions. 

Smartphones have been relatively safeguarded from malware (compared to 

PCs). This may be due to the efforts from platform vendors (see opportunities 
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[3.1 Sandboxing and capabilities], [3.2 Controlled software distribution] and 

[3.3 Remote application removal]) or simply because traditional PCs still provide 

an easier and more interesting target for attackers. Nonetheless, malware for 

smartphones is a serious risk (30). 

Example: ZeuS Mitmo (Man in the Mobile) (31) is an example of an attack that 

exploits the combined features unique to the smartphone. ZeuS Mitmo combines 

the SMS and Web attack vectors to target online banks via the smartphone. 

R10. Network congestion 

Threat description Network resource overload due to smartphone 

usage leading to network unavailability for the 

end-user.  

Rating Likelihood Impact Risk 

Consumer (C) Low Low Low 

Employee (E) Low Low Low 

High official (H) Low Low Low 

Vulnerabilities [Inadequate resource provisioning] 

Assets [Device and service availability and functionality]  

 

The uptake of smartphones and mobile Internet increases the risk of network 

congestion. Network congestion can occur in two ways:  

 Signalling overload: always-on smartphone apps are constantly polling 

the network for updated information. For every bit of data sent, a large 

number of signalling messages are sent (e.g. keep-alive messages). A 

typical smartphone generates 8 times more signalling traffic than a laptop 

with a USB dongle (32)     . 

 Data capacity overload: Cisco estimates that mobile data traffic will 

double every year through 2014, increasing 39 times between 2009 and 

2014 (33). Mobile data traffic will grow at a compound annual growth rate 
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 Signalling overload: always-on 

smartphone apps are constantly 

polling the network for updated 

information. A typical smartphone 

generates 8 times more signalling 

traffic than a laptop with a USB 

dongle. 

 Data capacity overload: Cisco 

estimates that mobile data traffic will 

double every year through 2014, 

increasing 39 times between 2009 

and 2014.  

of 108 percent between 2009 and 2014, reaching 3.6 million terabytes 

per month by 2014. 

To address signalling overload, there are mechanisms that change how often a 

smartphone switches between idle and active mode, such as the 3GPP Fast 

Dormancy mechanism (34).  

In terms of data 

capacity (as opposed to 

signalling load), 

solutions such as LTE 

and WiMAX promise 

improvements in 

spectral efficiency, the 

amount of data that can 

be transmitted over the 

air using the same 

amount of allocated 

spectrum (35). At the 

same time, however, it 

has been argued that 

average data demand 

per network user will 

outstrip data capacity by 2013 and there are concerns that ‘wireless technology 

is approaching theoretical limits of spectral efficiency’ (36). 

In the longer term in Europe, the risk is reduced by the fact that spectrum is 

being released by the cessation of analogue TV and 2G services, which is likely 

to be made available for such applications. However, it is worth noting that while 

on average, this threat may not be very serious, critical events such as natural 

disasters which cause a sudden peak in demand (for example the 2010 

Eyjafjallajökull  volcano eruption) may be create conditions which put data 

networks used by smartphones under severe strain. 

Example: A widely publicized case was AT&T‟s first introduction of the iPhone, 

which caused massive disruption of their data network (37). This seems to be a 

problem in many EU countries as well. The Italian Telecommunications Authority 

recently warned of „network collapse‟ due to smartphone and 3G card usage 

(38).       

http://en.wikipedia.org/wiki/Eyjafjallaj%C3%B6kull
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Mobile phone coverage is becoming 

an increasingly critical service, 

especially in the event of an 

emergency, so smartphones open up 

new possibilities for DDoS attacks 

with potentially serious impacts. 

 

Example: There was also a complete loss of data connectivity at Microsoft‟s 

annual company meeting at Safeco Field in Seattle when tens of thousands of 

highly connected employees gathered together in a single place.  

Measures should (and are already being) implemented to ensure the resilience 

of data services to cope with the increasing demand from smartphones. 

Governments and operators should continue to work together to explore 

available options, such as quality of service (QoS) provisions for emergency 

service levels of mobile data. For further reference, see the ENISA report Gaps 

in standardisation related to resilience of communication networks (39). 

2.5 Risks to other parties 

All the risks covered previously are risks to the end-user of the smartphone (or 

his friends, family, colleagues or employer). In this paragraph we briefly discuss 

the risks for parties (people, organizations or services) other than the user. 

R11. Distributed malware attack 

Smartphones could be used to launch distributed attacks, just as traditional PCs 

are now used as parts of larger botnets. Although currently smartphones are not 

being targeted for such attacks, this may change as mobile devices are 

becoming more popular and more connected and the complexity and the 

number of vulnerabilities in these platforms is increasing. Smartphone botnets 

could be used for familiar crimes such as spam, click fraud and DDoS. Since 

smartphones interface with cellular networks, they could also be used for new 

distributed attack scenarios; 

e.g. SMS spam and DDoS on 

telephony networks. Such 

attacks could be used to 

support wider attacks on, for 

example, other infrastructure 

(40). Mobile phone coverage is 

becoming increasingly vital, 

especially in the event of an 

emergency, so smartphones 

open up new possibilities for DDoS attacks with potentially serious impacts.  
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Example: The DoCoMo i-mode virus (41) (42) had access to call interfaces (tel: 

tags, which were available to malicious emails at the time of the cited article) 

and caused the user‟s device to dial emergency numbers (112 in Japan). Since 

the number of vulnerable devices at the time was small, this is unlikely to have 

had a significant impact but, in today‟s environment, such an attack could have 

flooded emergency numbers. 

R12. Collection of environmental data 

Smartphones can be used to collect data in the physical vicinity of the phone. 

For example, they can be used for wardriving (see glossary) or the logging of 

MAC addresses on WiFi networks. Smartphones are also powerful spying tools, 

and can be conveniently used to collect confidential information in restricted 

areas, record confidential conversations, and so on. 

3. Information security opportunities 

From an information security perspective, smartphones have certain advantages 

over traditional PCs and mobile handsets. In this chapter we give an overview of 

the main information security opportunities for smartphone users . Note that 

any concrete security benefit provided depends heavily in all cases on the extent 

to which the opportunities are exploited in practice.  

We have ordered the opportunities taking into account the rating from the 

experts consulted when writing this report. The experts were asked to rate on a 

scale ranging from no opportunity, through minor and medium opportunities, to 

major opportunity. 

3.1 Sandboxing and capabilities  

Description Most smartphones use sandboxes for apps and capability-

based access control models.  

Rating Major 
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Both these features reduce the 

possibilities for malware 

because rogue applications are 

not able to access third-party 

application data or functionality 

unless explicitly granted 

permission by the application 

developer. 

Some smartphone vendors use 

sandboxes for third-party 

software. Sandboxing is a security 

mechanism for separating running 

applications by default. This is an 

opportunity from a security point 

of view because, if correctly 

implemented, an application in a 

sandbox cannot access or 

manipulate the data or functions of 

other applications for malicious 

purposes. 

Moreover smartphone operating systems are often based on a capability-based 

access control model. In this model, individual processes are granted separate 

privileges (called capabilities) which are limited by default, following the 

principle of least privilege. In Symbian, for example, processes need to have 

special capabilities to access certain API calls on the device and, for some API 

calls, this requires the software to undergo a test and certification programme 

(43).       

Both these features reduce the possibilities for malware because rogue 

applications are not able to access third-party application data or functionality 

unless explicitly granted permission by the application developer. 

Example: The Symbian security model specification (44) states: „In Symbian OS 

v9 there is a more fine-grained security model which allows privileged access to 

be granted based on „capabilities‟. These capabilities are based on clearly 

defined groupings of what each API is designed to do. For example, if an API is 

associated with reading user data, it will require the capability “ReadUserData”. 

Caveat: clearly, the effectiveness of sandbox implementations varies across 

different smartphone OSs and with it the effectiveness to protect against 

malware. Furthermore, although the granting of permissions must be done 

explicitly in a capability-based model, developers may still grant excessive 

privileges. Secondly, such measures are perceived as an obstacle by some 

developers and the ease with which developers can make apps for a smartphone 

is an important success-factor for a smartphone vendor. 
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App-store owners have the 

opportunity to perform a 

security review of apps before 

admitting them to the app-store 

and to remove apps from 

circulation which are 

subsequently shown to have 

security flaws. 

 

 

3.2 Controlled software distribution 

Description Widespread use of controlled software distribution gives 

providers the opportunity to have more control over app 

security by vetting apps submitted for security flaws and 

removing insecure apps. 

Rating Medium 

 

An information security opportunity with respect to traditional PCs is offered by 

the ‘walled garden’ approach many smartphone vendors take to third-party 

software; by default, users can only add applications from a centrally controlled 

distribution channel. On many smartphone platforms, it is unusual for users to 

install software from other sources and this sometimes requires unlocking 

(sometimes known as ‘jail-breaking’ or ‘rooting’) the smartphone. For example, 

statistics show that less than 10% of iPhone users unlock their device (45) to 

allow installation of software from 

other sources.  

On most traditional PCs, by 

contrast, it is easy for users to 

install software from a variety of 

sources. This allows for so-called 

‘drive-by download’ attacks, which 

are a common way for attackers 

to infect PCs. This means that 

app-store owners have the 

opportunity to perform a security 

review of apps before admitting them to the app-store and to remove apps from 

circulation which are subsequently shown to have security flaws.  

Compared to other software distribution models and depending on the review 

process implemented, the walled-garden approach makes it more difficult for 

cyber attackers to spread malware because: 

 the attacker has to pass the review process to have his or her malware 

admitted to the marketplace;  
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Even if an attacker manages to 

get malware onto the 

marketplace, moderators can 

intervene at a later time, by 

removing the application from 

the market and thus limiting the 

number of affected users; 

 importantly, even if an attacker manages to get malware onto the 

marketplace, moderators can intervene at a later time, by removing the 

application from the market and thus limiting the number of affected 

users; 

 controlled distribution 

limits the vectors or 

channels which can install 

malware on the device.  

The approach mirrors many 

Linux software distribution 

models in which users can 

select additional software (a 

package) by selecting it from a 

controlled repository. The main difference with Linux distributions is that the 

review is not performed by a community of experts and that it is often not a 

very public and transparent process.  

Example: Apple‟s App Store review guidelines (46), state that: „Apps cannot 

transmit data about a user without obtaining the user's prior permission and 

providing the user with access to information about how and where the data will 

be used. Apps that require users to share personal information, such as email 

address and date of birth, in order to function will be rejected.‟  

Caveat: this only applies where the app-store implements effective security 

controls. Questions have been raised about whether the app-store owner can be 

an independent and expert judge as to whether an app should be admitted to or 

removed from the app-store (Quis custodiet ipsos custodies). If not properly 

implemented, this may actually be detrimental to security by fostering a 

misplaced sense of trust in app security. Finally, it is worth noting that if even 

1% of users unlock their devices, this still means that an average sized SME 

using these devices is likely to have several users with unlocked devices. 
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This functionality is also sometimes 

referred to as a ‘remote kill-switch’. 

It provides the opportunity for 

vendors to remove malware from 

users' devices even when it is 

already installed. 

 

3.3 Remote application removal 

Description Some smartphone platforms have a built-in remote 

application removal function which allows the removal of 

malware from devices after installation.  

Rating Medium 

 

In order to mitigate risks of malware, some smartphone OSs have built-in 

functions that allow the remote removal of applications from smartphones. This 

functionality is also sometimes referred to as a ‘remote kill-switch’. It provides 

the opportunity for vendors to 

remove malware from users' 

devices even when it is 

already installed.  

A related opportunity is that 

successful implementation of 

this mechanism may also be a 

precedent for other kinds of 

ex-post-facto software 

removal which may be very beneficial in the fight against malware. The 

possibility of neutralising malware which is already installed on users’ PCs is 

much sought after in the fight against botnets, for instance. It is often 

problematic (legally and contractually) to remove malware from a user’s PC, 

even if the malware is threatening the user himself and others.  

Example of existing policy: the Android Market Business and Program Policies 

(47) states: Product Removals: From time to time, Google may discover a 

Product on the Market that violates the Android Market Developer Distribution 

Agreement or other legal agreements, laws, regulations or policies in force from 

time to time. In such an instance, Google retains the right to remotely remove 

those applications from your Device at its sole discretion. If that occurs, Google 

will make reasonable efforts to recover the purchase price of the product, if any, 

from the originating Developer on your behalf. If Google is unable to recover the 

full amount of the purchase price, it will divide any recovered amounts between 

the affected users on a pro rata basis. 
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The judgement 

about whether a 

particular app is 

malicious may not be 

clear-cut 

Less invasive 

mechanisms such as 

signature revocation 

could be used with a 

similar effect 

Example of usage: Google recently removed two apps via the remote kill-switch 

built into Android. The (free) apps had first been admitted to the marketplace, 

and were later removed because they did not work as advertised by the app 

developer. 

Caveat: remote application removal has, 

however, raised some objections, mainly related 

to privacy and unfair censorship. In general, it 

should be noted that public perception appears to 

be very sensitive towards any mechanism which 

is seen to invade the user’s device, even if used 

exclusively for his or her benefit. Although not an 

information security issue per se, the security opportunities of implementing 

such mechanisms have to be considered against such a background, especially 

when less invasive mechanisms such as signature revocation could be used with 

a similar effect. 

 The judgement about whether a particular app is malicious may not be clear-

cut so there is the potential for ‘false positives’ that result in the removal of 

apps that were not acting maliciously. Additionally, there may be concerns 

that a remote kill mechanism may be used for purposes other than to protect 

the end-user, for, for example, commercial purposes6. A coherent and 

effective industry-wide policy and mechanism for revoking and even sharing 

information about suspicious applications and vulnerabilities may be a useful 

development in order to mitigate such risks. 

 In addition to laws that address accessing a 

user’s device and causing damage, there are 

also laws that address storing information on 

or retrieving information from a user’s device 

that may be implicated. For example, Article 

5.3 in the updated 2002/58 directive of 25 

                                                           

6
 A recent case involved the removal of a book (Orwell’s 1984) which had been paid for from Kindle services, an e-reader 

service which also operates on smartphone) (68). Amazon, the vendor who removed the content, later issued an apology, 

stating: ‘We are changing our systems so that in the future we will not remove books from customers’ devices in these 

circumstances.’ 
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In a military usage scenario 

the presence of certain apps 

is critical and the possibility 

of app removal performed by 

a third-party would not be 

acceptable. 

 

November 2009 (commonly known as the ePrivacy Directive) states: Member 

States shall ensure that ... the gaining of access to information already 

stored in the terminal equipment of a subscriber or user is only allowed on 

condition that the subscriber or user concerned has given his or her consent, 

having been provided with clear and comprehensive information, in 

accordance with Directive 95/46/EC, inter alia, about the purposes of the 

processing. This shall not prevent any technical storage or access ... as 

strictly necessary in order for the provider of an information society service 

explicitly requested by the subscriber or user to provide the service. This law 

raises questions about whether remote removal of an app would be 

considered to be gaining access to information stored on a user’s device 

without sufficient consent and/or whether this was strictly necessary to 

deliver the service requested by the user. A more defensible approach under 

laws such as the ePrivacy Directive could be to revoke the digital signature of 

the app and thus disable it. 

 The possibility of removing apps remotely is not acceptable for security 

reasons in some cases. For 

example, in a military usage 

scenario the presence of certain 

apps is critical and the possibility 

of app removal performed by a 

third-party would not be 

acceptable. 

 The mechanism usually only 

covers the removal of malicious 

apps which are installed via the official software distribution channel (app-

store). Although there are currently few known examples in smartphones, 

attacks may also be carried out via mechanisms and protocols built into 

bona-fide software. For example, a recently reported vulnerability allowed a 

website to automatically load a simple PDF document containing a font which 

caused a buffer overflow giving unrestricted access to the phone for an 

attacker (48). 

 If the mechanism is not securely implemented, it could be abused by 

attackers, and be used in a denial of service attack or commercial sabotage. 
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In some cases, 

smartphones can even be 

located remotely via the 

network, allowing the user 

to recover a lost device 

more easily 

3.4 Better backup and recovery 

Description Some smartphones ship with convenient backup and 

recovery functions to address the risk to data availability 

of failure, loss, or theft.   

Rating Medium 

 

Smartphones are often well integrated with local or remote backup and recovery 

services. For example, some platforms automatically back up contacts, calendar 

or emails to a remote service. Smartphone applications, furthermore, often rely 

on network-based storage and backup. Overall this can make recovery of data in 

the event of a device failure, theft or loss quicker and more convenient and 

increase overall service availability.  

In some cases, smartphones can even be 

located remotely via the network, 

allowing the user to recover a lost device 

more easily. Additionally, some 

smartphones can be disabled and wiped 

remotely (and data may be easily 

recovered by the owner). This, combined 

with above-mentioned backup and 

recovery services, can be used to 

mitigate the risks associated to theft and loss. 

Example: Blackberry Protect is a security application which (49) „allows you to 

wirelessly backup, restore and locate your phone. In the event that your phone 

is misplaced, lost or stolen, it provides features like: remote device wipe, remote 

device lock, „Lost and Found‟ screen, locate device on a map, remote activation 

of the phone‟s loud ringer, and wireless device backup and restore.‟ 

Caveat: although not covered in this report, the extent of this opportunity 

clearly depends on the security of the backup services used (see 2.3 Scope) 
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The SIM card used in 

smartphones is a smartcard 

and, with the appropriate 

software, licences and 

certificates in place, can be 

used for PKI-based 

authentication and digital 

signatures. 

 

3.5 Extra authentication and non-repudiation options 

Description Smartphones are equipped with a smartcard reader, which 

gives additional options for authentication and non-

repudiation.   

Rating Medium  

 

Smartphones can be used to improve the process of online authentication and 

provide a mechanism for non-repudiation. Smartphones lend themselves to such 

applications because:  

 The SIM card used in smartphones is a smartcard (50) and, with the 

appropriate software, licences and certificates in place, can be used for PKI-

based authentication and digital signatures (51). Although unavailability of 

smartcards and readers is not the only impediment to the uptake of PKI, this 

feature of smartphones could be 

one factor in encouraging the use 

of PKI and digital signatures for 

the authentication of users and 

transactions. 

 Smartphones may also take 

advantage of the shared secret 

between the SIM card and the 

HLR (Home Location Register) 

using the 3GPP standard Generic 

Bootstrapping Architecture (GBA) 

(52). 

 Smartphones may also be used to create one-time-password codes without 

using SMS or network connections. 

Example: Google Authenticator (53) is a mobile application that allows the 

generation of two-step verification codes on a smartphone without a network 

connection. 

Caveat: not all smartphones have security mechanisms such as a trusted 

display, which is needed for the implementation of a safe digital signature 

process (to show the user which document is being signed).  



    
 

 

 

 

 

Smartphone security: 

Information security risks, opportunities and recommendations for users 

 

40 40 

3.6 Extra encryption options 

Description Smartphones allow users to use end-to-end encryption 

for phone calls and SMS more easily.   

Rating Medium  

Smartphones come with more processing power and third-party encryption 

applications are easily available to end-users. For call confidentiality, traditional 

handset users rely on encryption offered by the mobile network operator. 

Crypto-modules for additional protection are expensive and are typically only 

used by top-officials. However several third-party applications are now offering 

encryption for smartphone voice calls, on top of the standard encryption 

provided by mobile network operators7. This allows users to take advantage of 

increased protection and confidentiality of their telephone calls against, for 

example, eavesdropping attacks (54) (55). 

Caveat: note, however, that most smartphones do not have the same integrity 

controls as a standard smartcard reader; thus a malicious app could limit the 

effectiveness of the end-to-end encryption. Secondly, the use of such solutions 

must be in accordance with local regulatory provisions governing the use of 

encryption technologies. Finally, the security of such solutions depends strongly 

on the key management procedures implemented. 

3.7 Device and OS diversity 

Description Smartphones are diverse in terms of hardware and 

software, which makes it more difficult to attack a large 

group of users with one virus.  

Rating Minor  

 

                                                           

7
 The Wassenaar Arrangement may be applicable to certain encryption schemes.  
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Diversity drives up the costs for 

malware developers and 

reduces the effectiveness of 

malware. 

 

Smartphones are not yet standardized in many respects. There is currently a 

variety of hardware manufacturers and a wide spread of operating systems. For 

example, four different operating systems have large shares of the market (56). 

This is an advantage because it drives up the costs for malware developers and 

reduces the effectiveness of malware. 

Caveat: it has been reported on 

the other hand that criminals 

instead focus on exploiting other 

software that is common across 

different platforms, e.g. Java ME, a 

cross-platform Java runtime for 

mobile devices (30). It should also 

be mentioned that device and OS diversity complicates software development as 

well as security patching and that it makes the standardization of security 

measures more difficult. In any event, as the market share of smartphones 

compared to conventional mobile phones increases, OS diversity will not prevent 

malicious programs from propagating among mobile users. 
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Smartphone users frequently 

cross over from one usage 

scenario to another. In order to 

mitigate any potential risks this 

introduces, IT officers should 

anticipate and even assume that 

this will occur and issue policy 

and guidance on safe use 

 

4. Information security recommendations 

In this section we make practical recommendations for smart smartphone end-

users, IT officers and CISOs dealing with smartphones. We take a pragmatic 

risk-based approach, prioritising the high risks.  

Our recommendations target end-users as well as IT officers. As a general 

recommendation, it is important that IT officers raise awareness of the risks, 

and issue advice and guidelines for end-users. At the same time it should be 

mentioned that years of raising awareness have done little to prevent large-

scale virus outbreaks on PCs. Apart from advice and guidelines, IT officers 

should make separate rules about smartphones in the security policy of their 

organizations. Furthermore, when feasible, policy breaches should be prevented 

by technical means, for instance by using default configurations, security 

software, or mobile device management software, for example (57) (58) (59). 

We reiterate that smartphone users frequently cross over from one usage 

scenario to another. In order to 

mitigate any potential risks this 

introduces, IT officers should 

anticipate and even assume that 

this will occur and issue policy 

and guidance on safe use. For 

example, a policy might include 

statements on the personal use 

of apps which are given 

unrestricted access to an address 

book containing business 

contacts. In general, recommendations for consumers should be applied to 

employees and those for employees to high officials. 

We are aware of the fact that some of the recommendations concern measures 

that have a significant impact on usability. These measures should be 

implemented with special care, and we have marked these recommendations 

with an asterisk (*).  
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4.1 Addressing the risk of device theft or loss  

Risks 

addressed 

 Recommendations 

R1. Data leakage 

resulting from 

device loss or 

theft 

C Automatic locking: configure the smartphone in 

such a way that it locks automatically after some 

minutes. Some smartphones allow visual passwords to 

ease the use of auto-lock features.  

Regular backups: given the amount of personal data 

on smartphones, make regular backups of the data on 

their smartphone and removable media. 

Note IMEI number: note the IMEI number of their 

devices and report the loss or theft of their devices to 

their service providers in a prompt manner. 

E IT officers should have policy rules covering:  

User-to-smartphone authentication: configure 

smartphones to lock automatically after a short time 

period.  

Continuity: make regular backups of data on 

smartphones by, for instance, an automatic backup 

procedure.  

Classified data on smartphones: do not store or 

process classified data (see Glossary) on 

smartphones.  

Confidentiality: memory encryption should be used 

for the smartphone memory and removable media 

used in smartphones. Checking the security properties 

of encryption schemes or requiring certification is 

recommended. For example, vulnerabilities were 

found for the iPhone encryption system (12) (13).  

*Remote-wipe: if encryption or user-to-device 

authentication is weak then remote-wipe or auto-wipe 

(automatically wipe after x failed access attempts) 

mechanisms should be available, to allow wiping the 

memory in case of theft or loss. Frequent backups are 
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a prerequisite for implementing auto-wipe (see 

Continuity). 

*Minimize local data: the amount of sensitive data 

that is locally stored on smartphones should be kept 

to a minimum and, where possible, online services 

with non-caching apps should be used.   

H In addition to E, IT officers should have policy rules 

on:  

Certification of smartphones: only use devices 

which are certified according to, for example, FIPS 

140-2, the UK CESG Assisted Product Scheme (CAPS) 

or Common Criteria EAL 2+ (or higher8 depending on 

the sensitivity of the use-case).  

*Remote-wipe:  remote wipe (see E) should be 

available and, in addition, to prevent an attacker from 

disabling remote-wipe by blocking network-

connectivity, the smartphone may be configured to 

automatically wipe in case of blocked network 

connectivity for a given period. False positives 

(coincidental network failure) can be reduced by 

performing a credential check. 

*No local data:  sensitive data should not be stored 

locally and online access to sensitive data only 

allowed from a smartphone using a non-caching app.  

*Two-factor authentication:  user-to-device 

authentication should rely on two factors; e.g. a PIN 

and a Bluetooth-enabled smartcard reader. 

                                                           

8
 Note that there are very few off-the-shelf devices providing higher levels of certification, so customisation may be required 

to achieve this. 
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4.2 Addressing the risk of unintentional disclosure of data 

Risk addressed  Recommendations 

R2. 

Unintentional 

disclosure of 

data 

C Scrutinize permission requests: scrutinize 

permission requests when using or installing 

smartphone apps or services. For example, a social 

networking app may request access to the 

smartphone’s address book in order to publish it on 

the Internet. Such a request should be treated with 

caution.  

Review default privacy settings: review the default 

privacy settings of smartphone apps or services and, 

if needed, change the settings; e.g. settings about 

whether or not to attach location data to images, to 

social network posts, etc. 

E IT officers should raise awareness of this risk and 

issue guidelines that include the items under C.   

H Idem  

4.3 Addressing the risk of attacks on decommissioned phones 

Risk addressed  Recommendations 

R3. Attacks on 

decommissioned 

smartphones 

C Reset and wipe: before disposing of or recycling the 

phone, wipe all the data and settings from the 

smartphone. This goes beyond a factory reset of the 

smartphone’s settings. 

E IT officers should have policy rules on:  

Decommissioning: before being decommissioned or 

recycled, pass used phones a thorough 

decommissioning procedure, including memory wipe 

processes. Include removable media and memory. For 

wiping memory, use a standard procedure, such as 

the NIST standard (60) (61). 

H Idem   
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4.4 Addressing the risk of phishing attacks 

Risk addressed  Recommendations 

R4. Phishing 

attacks 

C  Be sceptical: take a sceptical approach to 

messages, content and software, especially when it is 

coming from unknown sources via SMS, Bluetooth, 

email, or otherwise.  

For preventing phishing apps (a form of phishing) see 

4.5 C, but note that most forms of phishing do not 

rely on malware. 

E IT officers should create awareness of this risk.  

For preventing phishing apps (a form of phishing) see 

4.5 E, but note that most forms of phishing do not 

rely on malware.  

H Idem 

 

4.5 Addressing the risks of malware attacks 

Risk addressed  Recommendations 

R5. Spyware 

attacks 

R8. Diallerware 

attacks 

R9. Financial 

malware attacks 

C Check reputation: before installing or using new 

smartphone apps or services, check their reputation 

using app-store reputation mechanisms and, if 

possible, with friends, family or colleagues. It is good 

practice to install apps only from well-known sources. 

Never install any software onto their devices unless 

they know and trust the source of that software and 

they were expecting to receive it. This refers to any 

software or application that users receive on their 

devices through any channel, e.g. by download over 

WAP/web, attached to an SMS, MMS, instant 

message or email, through Bluetooth™, infra-red or 
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data connection, via synchronisation with a computer 

or from a memory card or other temporary storage 

device read by the phone. 

Never ignore or override security prompts displayed 

by their devices unless they are confident that they 

fully understand the risks associated with these 

actions. 

Check resource usage and phone bill: check 

resource usage and phone bills or prepaid balances. 

Mobile malware can sometimes be detected by 

monitoring in this way, especially when premium rate 

services are being defrauded or abused. 

E IT officers should have policy rules on:   

Authorization: configure smartphones to require a 

PIN or password before new apps are installed, 

otherwise even relatively short periods of physical 

access to the device can allow the installation of 

malware or spyware. Requiring a password before 

installing new applications also prevents against 

certain social engineering attacks.  

Resource control: monitor resource usage of 

smartphones for anomalies. To limit the impact of 

fraud or abuse on premium rate services, limit 

premium resources, e.g. by the mobile network 

provider or by a mobile device management solution 

as mentioned in the introduction of this chapter. 

*App installation: if any sensitive corporate data is 

handled on the smartphone or if the corporate 

network is accessible to the smartphone, then define 

a whitelist of apps which are allowed to be installed. 

Regarding the white-listing of apps, many apps are 

given easy read-access to the contact data or the 

address book on the smartphone, but this data should 

be treated as highly sensitive. 

H In addition to E, IT officers should have policy rules 
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on:  

*Periodic reimage: periodically wipe (using secure 

deletion) and reload the smartphone with a specially 

prepared and tested disk image. 

 

4.6 Addressing the risks of network spoofing 

Risk addressed  Recommendations 

R6. Network 

spoofing attacks 

C Cautious use of hotspots: use public WiFi hotspots 

with caution and configure the smartphone so that it 

does not connect automatically. It is recommended 

that only trusted networks and hotspots be used for 

sensitive matters, e.g. ebanking, ecommerce, and 

emailing. 

E IT officers should have policy rules on:   

Communications confidentiality: communication 

of corporate data should be encrypted (using VPN or 

SSL).  

Pre-installing server certificates: pre-install public 

key certificates of corporate servers (email, intranet) 

and configure clients to deny other certificates. 

H In addition to E, IT officers should have policy rules 

on:  

Encryption software: for highly confidential usage, 

use additional call and SMS encryption software for 

end-to-end confidentiality.  

4.7 Addressing the risk of surveillance attacks 

To address the risk of R7. Surveillance attacks all previously-mentioned 

recommendations should be followed.  
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5. Conclusions 

In this report we have given an overview of the main information security risks 

and opportunities for smartphone users, and we have provided practical 

recommendations for end-users and IT-officers on how to address the risks. 

However, we conclude by raising some issues which cannot be addressed by 

end-users or IT officers. 

 Device access control and off-the-shelf memory encryption: the risks 

associated with theft and loss are relatively high, especially for employees 

and high officials. We have made recommendations for end-users and IT 

officers to take necessary precautions, but they are dependent on what is 

offered off-the-shelf by smartphone vendors and developers. 

 Standardized privacy and security settings: the third highest risk does 

not concern an attack but the unintentional disclosure of data by the user. 

The combination of smartphones and social networking apps make it easy for 

users to upload large amounts of personal data. Developers of smartphone 

apps and services should choose default settings with security and privacy in 

mind (the principle of security and privacy by default). In this regard, there 

is currently a lack of industry-standard guidelines on privacy for developers. 

 Patch management: some platforms still lack mature update features and 

despite the obvious opportunity for improving security, app-stores can create 

a potential bottleneck in the distribution of patches by creating an extra 

hurdle to clear before distribution. Furthermore the testing of patches such 

as OS updates which must interface with several different models presents 

serious challenges. 

 Safety of third-party software and the OS: sandboxing, capability-based 

access control in smartphone operating systems, controlled software 

distribution, and remote application removal are key opportunities for 

improving smartphone security. Both controlled software distribution and 

remote application removal are topics that raise discussions on censorship, 

big-brother effects, unfair competition, etc., but most experts agree that the 

‘walled-garden’ approach could help to reduce the impact of malware. There 

is, however, currently no industry standard or best practice on the review 

and removal of apps. 

 Web standards for apps: while many desktop applications have migrated 

into the browser, the opposite is occurring for many smartphone apps; many 
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web sites are being turned into apps on multiple platforms. However 

standards are now emerging, such as W3C widgets (62), which in the longer 

term promise to evolve into a single standard for both web applications and 

smartphone apps. These new standards will allow access through the 

smartphone browser to the full range of smartphone capabilities. It is vital 

that security and privacy are given high priority in the design and 

implementation of these standards. 

 

Looking into the future we do not only see information security risks, but 

information security opportunities. We look forward to following up on this 

preliminary report by analysing specific risks, opportunities and 

recommendations in more detail. 
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6. Appendix: Vulnerabilities 

Below we describe classes of vulnerabilities which may be present in a 

smartphone, for use as a reference.  

6.1 Vulnerabilities leading to malware installation 

1. Patching weaknesses 

 In walled-garden app-store models, any patch has to find its way through 

the app-store vetting process before it can be applied to a device. Despite an 

obvious opportunity for improving security, app vetting schemes are a 

bottleneck in the distribution of patches. This is a serious obstacle to the 

timely patching of apps, which in a fast moving industry may be required 

frequently. 

 Thoroughly testing that a patch does not break any applications is 

challenging even for only one or just a few products. Managing a security 

update system for tens of different products (some of them based on very 

different platforms and operating systems, some of them already many years 

old, etc.) would be extremely challenging. If security patches are not 

thoroughly tested for all models, automatic updates could deliver more harm 

than benefits to users. Thus, deploying such an infrastructure would be very 

challenging for many manufacturers. 

 Several OSs still rely on users to confirm or even discover individual updates 

of apps, which is a serious problem for patching security flaws. 

2. Limited capabilities for 3rd party security solutions (centralised 

security management) 

Many platforms allow only limited functionality for third-party security services. 

For example, on some platforms, apps are not allowed access to processes 

unless they are signed by the same developer certificate. Some platforms do not 

allow certain types of apps to run in the background. This makes it difficult to 

provide security services which rely on monitoring the activities of applications.      

This places more responsibility in the hands of the OS and app-store providers. 

Although this has obvious opportunities for improving security (see [3.3 Remote 

application removal]), it nevertheless creates a significant single point of failure 

in the event that the provider’s defences prove inadequate.  
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3. Reputation vulnerabilities 

Vulnerabilities in reputation systems applied to apps might allow an attacker to 

inflate the reputation of an app artificially and thus gain undue trust from users. 

These vulnerabilities include lack of voter authentication, the possibility of 

multiple votes, votes not being weighted according to the importance of the 

target app, etc. (further information can be found in the ENISA report (63) ) 

4. Lack of code/app review processes 

Due to market forces, recent mobile platforms tend to be very open and 

developer friendly to encourage adoption. This is because of current trends in 

which third-party application developers have an increasingly important role in 

mobile device ecosystems. Furthermore application signing infrastructures and 

operating system level security frameworks are sometimes considered a major 

hurdle for the development of applications by third-parties. 

5. Signed ≠ trusted 

Users may think that signed apps are more trustworthy than unsigned apps 

when there may be no such implication. Clearly in some cases, the app 

signature is an assertion that the app has been checked according to certain 

criteria but, in other cases, it may be simply a mechanism to establish the origin 

of the application. The risks from malware and spyware are increased with 

respect to older phones since mechanisms available for users to distinguish 

trusted from untrusted apps (reputation systems, digital signatures) are open to 

abuse and misinterpretation. 

6. Ability to unlock phones 

These vulnerabilities are of a rather different category, in that the user of the 

device is aware that he or she is disabling certain security measures, and indeed 

almost certainly wants to work around them. However an unlocked phone allows 

the user to install apps which are not subject to the vetting processes used in 

app-stores. This leads to a situation where users are often not aware that they 

are executing code which has not been subject to any review process and which 

operates with root privileges. 

6.2 Covert channels/weak sandboxing 

There are several loopholes in sandboxing schemes. For example, if the 

keyboard cache (the database of the words most frequently typed by the user) 

is publicly available (which it often is), this effectively allows apps to access 
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personal data from the user and usage data from other apps. Many apps are 

also granted access to the user address book, which usually contains highly 

sensitive information (e.g. users hide bank account details as address book 

entries). Network interfaces may also be used to transmit private data covertly 

between apps or to an attacker; e.g. a backdoor in an SMS app is easy to 

implement. 

In some smartphone platforms, location data is added to photo filenames or in 

file metadata. If these photos are made available to other apps or uploaded to 

social networking sites, users will be asked for permission to access the gallery, 

but not location data. This therefore constitutes a covert channel. For example, 

a user might post a photo on a public blog or micro-blogging site, without 

realising that the filename contains the location of the data.  

6.3 User permissions fatigue  

Many platforms request user consent for app access to different types of data 

and messaging (e.g. push notifications) on the phone at installation time. There 

are several problems with this: 

 Compared to PCs and laptops, user interfaces are usually more limited, 

meaning that, for example, storage of credentials on the device is more 

probable and user authentication cannot be so frequent (biometric 

authentication is one possible solution). For example, a request for user 

authentication is more invasive on a smartphone than on a PC and the 

fraction of a user’s attention which can be devoted to dealing with security-

related decisions is even smaller than in larger form-factor environments. 

 Users do not have the time or commitment to evaluate permissions requests 

even though it is restricted to a once-per-install request.  

 Permissions are not detailed enough to convey the risks of giving consent – 

e.g. granting access to the frequently typed words list in the keyboard cache 

may sound harmless to many users, but this could reveal passwords. 

 Some data types naturally lend themselves to integration with user consent, 

without having to assume the persistence of a decision. For example, file 

upload naturally involves the user in selecting the file and therefore presents 

little difficulty. Other types, however, cannot be managed in this way. It is 

not feasible for the user to provide input every time their location, 

temperature, acceleration, magnetic field, etc are disclosed. 
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 It is often very difficult for users to examine and/or change the permissions 

they have granted after the initial request. 

 There is no means to set global policies for permissions granted, e.g. ‘do not 

install any apps which request location data for marketing purposes’. 

6.4 Encryption weaknesses 

Various high-profile weaknesses have been found in some implementations of 

smartphone encryption, rendering data protection on the devices close to 

useless (12) (13). These weaknesses come into play when an attacker gains 

physical access to the device through theft or loss. Additionally the effectiveness 

of encryption mechanisms depends strongly on the procedures and technical 

measures used to manage cryptographic keys. 

6.5 Weak app distributor authentication mechanisms 

It is often easy to impersonate a trusted brand such as a banking app. There 

may be no PKI or other trust infrastructure to assure the identities of 

developers. 

6.6 No privacy protection best practices 

This applies especially to developers – there are no privacy best practices 

available for smartphone developers. Given the privacy risks outlined in 

[Information security risk], many of which rely on features specific to 

smartphones, this is an important issue. 

6.7 Lack of user awareness 

This is no different from other platforms but is, nevertheless, a factor in some 

risk scenarios. For example, unintentional disclosure of data often relies on 

users’ lack of awareness of the implications of consenting to certain kinds of 

data disclosure. 
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